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INTERNATIONAL LEGAL REGULATION
OF ILLEGAL TRAFFICKING

OF MILITARY ROBOTS

INTRODUCTION. This article provides a critical
analysis of the international legal aspects of regulat-
ing illicit trafficking in military robots, which is a new
and rapidly growing threat to global stability. The rel-
evance of this research is driven by technological revo-
lution in the military sphere, characterized by auton-
omous systems capable of identifying targets and
using lethal force independently, coupled with a par-
allel formation of a global black market for their ille-
gal distribution. The authors identify a deep crisis
within the current framework of international law to
address this challenge. Traditional approaches, in-
cluding norms of international humanitarian law
and the Convention on Certain Conventional Weap-
ons, as well as multilateral export controls, demon-
strate systemic weaknesses. Their main shortcomings
are their fragmentation and their primary focus on
states and conventional weapons. Their chronic fail-
ure to keep pace with the rate of technological ad-
vancement gives rise to a number of fundamental le-
gal problems. These include the absence of universal
legal definitions and classification criteria for autono-
mous systems, regulatory gaps that allow non-state
actors, such as terrorist groups and organized crimi-
nal networks, to gain access to critical components
and ready-made platforms without consequences,
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and ultimately, a lack of clarity regarding attribution
and enforcement of liability for damage caused by au-
tonomous systems circulating in the black market. As
a strategic response, the article argues for the urgent
need to develop a new, comprehensive international
legal approach that should include the elaboration
and adoption of a multilateral treaty establishing
clear prohibitions and harmonizing terminology, cre-
ating effective control and verification mechanisms.
At the same time, a set of complementary measures
are proposed, including strengthening national legis-
lation, modernizing customs procedures and finan-
cial oversight, fostering enhanced international coop-
eration in incident investigation and data exchange.
The goal of the research is to create a conceptual basis
for establishing a strong legal barrier against prolifer-
ation of these dangerous technologies and protecting
the fundamental principles of international law in the
era of autonomous weapons.

MATERIALS AND METHODS. This research is
based on a comprehensive doctrinal and analytical
methodology, which is typical of fundamental legal
work in the field of international law. It is both theo-
retical and applied, and includes an in-depth analysis
of existing legal norms, such as international treaties,
conventions, charters of international organizations,
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and documents from international conferences. It
also includes analysis of theoretical approaches to
problem research in scientific monographs, articles
published in peer-reviewed academic journals. The
research also examines practical approach, such as
public reports from States. Finally, the research aims
to develop scientifically sound proposals for improv-
ing legal regulation in the area under study. The study
primarily employs a qualitative approach, which fo-
cuses on interpreting legal texts, identifying semantic
conflicts, assessing the effectiveness of legal mecha-
nisms, and forecasting the evolution of regulations.
The main research methods are both general scientific
methods (analysis, synthesis, induction, deduction)
and private scientific methods (formal legal analysis,
risk-based approach).

RESEARCH RESULTS. The research concludes that
existing international law is fundamentally inade-
quate to address the illicit trafficking of military ro-
bots. Key deficiencies include the absence of univer-
sally binding definitions, ineffective control over
dual-use components and non-state actors, and un-
workable accountability mechanisms for autonomous
systems. To address this, the study proposes a compre-
hensive legal framework centered on a new interna-
tional treaty, supported by enhanced national regula-
tions, modernized monitoring tools, and stronger
international cooperation.

DISCUSSION AND CONCLUSIONS. This analy-
sis concludes that the current frameworks of interna-
tional law are fundamentally unprepared to deal with
the distinct and rapidly evolving challenges posed by
the illegal spread of military robotics. Traditional
arms control and humanitarian law, with their static
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and state-centric foundations, struggle to accommo-
date the reality of these rapidly developing, commer-
cially available, software-driven technologies. This
gap has led to significant governance deficits, allow-
ing critical vulnerabilities to persist. Therefore, this
study advocates for a necessary shift in paradigm to-
wards a more coherent and integrated approach to
governance. This new approach should thoughtfully
combine several key elements: an international treaty
to establish clear legal prohibitions and control meas-
ures must be integrated with stronger complementary
measures. These key measures include harmonizing
national regulatory frameworks, implementing stra-
tegic trade controls targeting critical algorithms and
supply chain components, and formalizing interna-
tional forensic and investigative cooperation to ensure
credible enforcement and accountability. Developing
such a comprehensive and adaptive regime is crucial
for the international community to mitigate profound
security risks arising from the uncontrolled prolifera-
tion of autonomous military capabilities.
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MEXAYHAPOAHO-NMPABOBOE
PErYJIMPOBAHUE HESAKOHHOIO
OBbOPOTA BOEHHbIX POBOTOB

BBEJEHME. /lannas cmamoes nocésAuieHa Kpu-
Mu1eckomy —amanu3dy  MexoyHapoOHO-NPAaBoBvIxX
AcneKmos pezynuposanus He3akoHHozo o0bopoma
B0€HHLIX POOOMO6. AKMYAnbHOCMb UCCIE008AHU
00Yycn10671eHA MEXHOTI02UMECKO Pe6Oontoyleli 6 80eH-
HOUL cepe, xapakmepusyrouseiics nosieneHuem as-
MOHOMHbIX CUCIIEM, CHOCOOHBIX CAMOCIOAMENLHO
udeHMuUUUPOBaMv Uenu U NPUMEHIMb Netano-
HY10 CUTLY, @ MaKie NAPAaNIenvHbIM POPMUPOBAHU-
em 27106a/bHO20 MeHe8020 PbiHKA UX He3AKOHHO20
pacnpocmparenus. Aémopuvl KOHCMAMupyom eny-
6oKuUll KPU3UC Cyuecmeyroujeli cucmemot mexucoy-
HAPOOHO20 npasa neped NUUOM HOBbIX BbI30608
8 cepe mexnonozuti. TpaduyuoxHvie pexcumol,
BKIIOUAS HOPMbL MEHOYHAPOOHO020 2YMAHUMAPHO-
20 npasa, Konsenyuio o KoHkpemHvix 8u0ax o0vi4-
HO020 OPYHUS U MHO20CIOPOHHUE 002080PEHHOCNU
00 IKCHOPMHOM KOHIMPOJIe, 0EMOHCPUPYIOM C6010
cucmemmuyio HeappexmusrHocmo. VIx Knouesvie
HeOOCAamKU 3aKUaomcs 60 @pasmeHmapHo-
CMu, OpuUeHmMaLul NPpeuUmyu4ecmeenHo Ha 20cyoap-
cmea u Knaccueckue 6U0bl 00PYHeHULl, 4 makxie
8 XPOHUUECKOM OMCINABAHUL O MeMNO06 MeXHOIO0-
2uueck020 pazeumus. Imo noposxoaem pso GyHoa-
MEHMAbHLIX NPABOBbIX NPOOTIEM, cPedl KOMOpbvix
MOJHO 6bl0EIUMb OMCYMCMEUe YHUBEPCATIDHBIX
opududeckux OepuHuyuil U Kpumepues Kaaccu-
Pukayuu asmoHOMHbIX CUCEM, Npasosvle npobe-
TIbl, NO3B0NAIOULUE HE20CYOAPCINBEHHBIM AKIMOPAM
(meppopucmuueckum 2pynnam, o0peaHu308aHHo
npecmynHocmu) OecnpensmcmeeHHo NOLy4amb
docmyn K KpUmuuecKUM KOMNOHEHMAM U 20mo-
8bIM NAAMMOPMAM, U, HAKOHEY, NONIHYI Heonpe-
0efIeHHOCMb 6 60NPOCAX YCMAHOBIEHUS U Peanu3a-
UUU 0MeemcmeeHHOCMU 3a yuyepo, nputuHeHHbli
6 pesynvmarme O0eiiCteUll A6MOHOMHbBIX CUCHEM,
00pAUAOUUXCT HA 4epHOM poiHke. B kauecmee
cmpamezu4ecko20 0meema Ha IMu 6vl306bl 6 Ca-
mve 060CHOBbIBAEMCS HEOOX00UMOCY 8bIPAOOMKY
H06020, KOMMNIJIEKCHO20 MeMOYHAPOOHO-NPABOBO2O
nooxooda. Ezo sopom domxna cmamv pazpabomka
U NPpUHAMUE CeUUATUSUPOBAHHO20 MHOZOCIIOPOH-
Hezo0 002060pa, KOMOPbLL YCMAHOBUNL Obl HemKue
3anpemol, yHUPUUUPOBAT MEPMUHONIOUIO U CO30aI
vl OeilictneeHHble MeXAHU3MbL KOHMPONA U 6epu-
pukayuu. IlapannenvHo npednazaemcs KOMNIeKc
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CONYMcmeyouux mep no ycuneHuro HayUoHaIb-
HO020 3aKOHO0AMenbCmea, a makxe paseumuio
0NepamueHo20 MexOyHaApoOH020 COMpPyOHUUeCc8a
8 paccned08aHu UHUUOEHMO8 U 00MeHe OaHHBIMU.
Lenvto pabomut s6n5eMCA PopmuUposanue KoHyen-
MYyanvHoti 0CHOBYL 07151 CO30AHUS YCMOLMUB020 NPa-
806020 bOapvepa NPOMue pacnpocmpaHeHus onac-
HbIX MeXHONI02ULL U 3aUUMbL OCHOBHBLX NPUHIUNOE
MeHOYHAPOOH020 NPABONOPAOKA 8 INOXY PAIBUMUS
AB1MOHOMHDBIX 800pYHEHULL

MATEPUAIJIBI I METO[BbI. B ocrose danHo20
UCCTIE008AHUS TIEH UM KOMNAEKCHAS 0OKMPUHATTb-
HO-AHATUMUYECKAS Memo00sI02Usl, KOmopas xa-
pakmepHa 07151 PyHOAMEHMANLHBIX HOPUOULECKUX
pabom 6 obnacmu mex0yHapooHozo npasa. Vccne-
dosaHue HOCUM MeopemuKo-npuKkiaoHoll xapax-
mep u eKnO4Aem 6 cebs Kak enyO0KUll aHanu3 yxie
CYwecmeyoumux npasosvix Hopm (mexrcoyHapoo-
Hble 002080pbl, KOHBEHUUU, YCMABLL MENOYHAPOO-
HbIX OpeaHu3ayuil, OOKyMeHMbl MeXOYHAPOOHVIX
KoHepeHyuii u 0p.), meopemuueckux nooxo008
K uccredosanuto npobnemvt (HayuHvle MOHOZPA-
Puu, cmamovu 6 peueH3UPyeMbiX aKAOeMUUECKUX
JHypHanax u 0p.) u npakmuueckux nodxo0os (om-
Kpvimovle omuemot eocyoapcme u 0p.), max u pas-
pabomky HayuHo 060CHOBAHHLIX NpPeOsoHeHUT,
HANPABTIEHHIX HA COBEPULEHCINBOBAHIUE NPABOBO2O
pezynuposarus. Vccnedosanue npeumyuiecmeenHo
UCNOMb3Yem KauecmeeHHblli n00X00, Komopulil ¢o-
KyCupyemcs Ha UHmepnpemayuy npasosvix mex-
CMOB, BbLABTIEHUU CMBICTIOBYIX KONMU3UL, OUeHKe
appexmusHoOCMU NPABOBLIX MEXAHUZMOB U NPOZHO-
3Uposanuu pazeumus pezynuposanus. OcHOBHbIMU
Memooamu Uccie008aHuUs ABATIOMCI Kax 00ujeHa-
YyuHble Mermoovl (AHANU3, CUHME3, UHOYKUUS, 0e0YK-
Uust), mak u 4acmHoHayuHole memooovt (popmano-
HO-10pUOUHeCKUTI AHATIU3, PUCK-OPUEHIMUPOBAHHDLIL
1n00x00).

PE3VJIBTATBI MCCIIEDOBAHM. Asmoput
NPUX00SM K 61600y 0 CUCIEMHOL HedPpexmueHo-
CIU CYU4ECNBYOULUX HOPM MENOYHAPOOHO20 NPABa
8 cihepe NPomuso0eticmeust He3aKoOHHOMY 060pomy
soeHHblx pobomos. K knouesvim npasosvim npo-
6enam OMmHOCAMCA: OMCymcmeue yHUBEPCATbHbIX
opuduvecku 00a3amenvHolx deuHULULL U Kpume-
pues Knaccupukayuu; HecnocobHoCmy Oeticmeyio-
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WUX PeHUMOE KOHMPOIUPosams 060pom Komno-
HeHMOo6 0601iHO20 HA3HAYEHUS U O0esmenbHOCHb
HezocyoapcmeeHHbIX Cy0veKkmos; a makie Hepa-
60mMocnocobHOCMY  MPAOUUUOHHDIX MEXAHUIMOB
npueneveHUss Kk 0meemcmeeHHoCMuU 3a 0elcmeus
ABMOHOMHbIX cucmem. B yensx npomueooeiicmeus
IMUM 6bI306aM HAYUHAS paboma 000CcHOBbl6Ae
HeoOxo0umocmy — POPMUPOBAHUS  KOMNIIEKCHO20
MeNOYHAPOOHO-NPaso6020 nooxood. Ezo cmepicrem
007IHHO CIMamp 3aK0UeHUe H08020 CNeUUATUSUPO-
BAHH020 MeHOYHAPOOH020 002080pd, KOMOPbILi 00-
NOMHUMCS MePaMu No 2ApMOHU3AUUY HAUUOHATIb-
HO020 3aKOHO0AMeNbCMBa, 6HEOPEHUID COBPEMEHHBIX
UHCMPYMEHINO6 ~MOHUMOPUHed U YKpenieHur
MEH20CY0apcmeeHH020 onepamusHozo 63aumooeti-
CMBUs.

OBCYJXIEHME U BBIBOIbI. Ananus cumy-
ayuu no3eonsem cOenamv 6bi600 0 MOM, YO CY-
uiecmeyoujue HOpMbl  MeHOYHAPOOHO20 Npasa
He Mo2ym 3¢pPeKmusHo peuiamo aKmyanivHole npo-
611embl, C6A3AHHDLE C HE3AKOHHBIM PACNPOCHPAHEHU-
em B0eHHbIX Po00mos. TpaduyuoHHble MeXaHu3Mbl
KOHMPONA HAO B00PYHEHUAMU U HOPMbL 2YMAHU-
mapHozo npasa, Komopuie ObiLU paspabomanvl Ha
0cHoBe 20CY0apcmeo-yeHMpU1Hol Mooenu, ¢ mpy-
00M a0anmupyomcs K HOBbIM Peausim, C6A3aHHbIM
¢ bbicmpoiv paseumuem mexHono2utl U ux 00cmyn-
HOCMbI0 HA pbiHKe. MO NPUBOOUM K NPA606bIM
npobenam u ya36UMOCAM 6 pe2ynuposaruu. B ces-
3U ¢ IMuUM HeoOX00UMO nepecmompems no0xX00vl K
ynpaeneHuio u paspabomamv 607ee KOMNAEKCHBLLL

I. Introduction

ecently, there has been rapid development

of autonomous military robots, leading to

ignificant changes in the nature of modern
conflicts. This is confirmed by a substantial increase
in investments in this field. For instance, over the
past decade, U.S. expenditures on the development
of autonomous systems have grown more than six-
fold. Unmanned aerial vehicles (UAVs) already
constitute one-third of the U.S. operational combat
aviation fleet and may become the primary means of
conducting military operations in the future'.

u nocnedosamenvrvlii 100x00. OH 007HeH KO-
uamo 8 ce0st YHUPUKAUUIO HAUUOHATILHBIX 3AKOHO8
U npasus, eHeopeHue cmpamezuteckoz0 MOHUMO-
puHea obopoma, xomopuiii Oydem cocpedomoueH
HA KPUMUUECKU 8ANCHBIX IMANAX U KOMNOHEHMAX
JI02UCmuteckoti uenu; opuyuanvHoe ogopmueHue
MeNOYHAPOOHO020 83aumoleticmeus 6 cepe cyoed-
HbIX dKCnepmu3 u paccne008anuti 0s1s obecneueHus
appexmusrozo npasonpumeHeHuss U NPo3pauHo-
cmu. Co30anue maxozo 8ceobwvemnoueo U 2uo-
K020 MexaHusma umeem 00nvuioe 3HaveHue O
MeNOYHAPOOHO20 COOOULECTNBA 6 KOHIMEKCMe CHU-
IHEHUST CEePbe3HbIX Y2PO3 6e30nacHOCU, CBA3AHHDIX
C HEKOHMPOIUPYEMbIM PACNPOCPAHEHUEM aABO-
HOMMBIX B0EHHBLX MEXHOTOUTL.

KITIOUYEBBIE CJIOBA: 6oesoii pobom, oenHas
pobomomexHuxa, 860eHHbLT Po6OM, eymanumapHoe
npaso, 3aKoHOOAMENbCMB0, UCKYCCMBEHHDbIL UH-
mennexkm, mMex0yHapooHoe npaso, pobom, yugpo-
8ble MexHoo2UuU

A OTUTUPOBAHWUA: berumes W.P, Kwnii-
ko [1.C. 2026. Mexx/1yHapOfHO-IIpaBOBO€e pery/u-
pOBaHMe HE3aKOHHOTO 000pOoTa BOEHHBIX PObo-
TOB. — MOCKOBCKULLHY PHAT MEHOYHAPOOHO20 NPABA.
Ne 2. C. 59-75. DOL: https://doi.org/10.24833/0869-
0049-2026-2-59-75

Asmopul 3asensat0m 06 omcymcmeuu KOHOAUKMA
unmepecos.

A clear trend toward the active integration of
unmanned aerial vehicles into the armed forces of
various nations is evident. Drones have become not
only an effective intelligence-gathering tool but also
a strike asset potentially capable of independently
identifying targets for destruction and employing
various types of weapons, including weapons of mass
destruction [Glebov 2018:104-116].

However, this technological revolution is accom-
panied by the emergence of new challenges, includ-
ing the appearance of a global market for the illicit
trafficking of military robots. For the purposes of
this study, a “military robot” shall mean a mobile
(ground-based, aerial, maritime, or underwater) sys-

! Defense Department. Annual Defense Budget: Defense Department’s Annual Performance Plan. 2017. URL: https://

comptroller.war.gov/Portals/45/Documents/defbudget/fy2017/fy2017_Budget_Request_Overview_Book.pdf

date: 17.10.2025).
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tem that possesses the ability to move autonomously
or be remotely controlled and to perform tasks in a
combat environment, is equipped with sensors, ac-
tuators, and an information processing system ena-
bling it to engage objects or enemy personnel, and is
intended or may be used for military purposes. The
term “autonomous weapon system” is used herein as
a subcategory of military robots, characterized by the
ability to independently (without operator interven-
tion) select and engage targets. This article focuses
on issues common to all categories of military robots,
while paying particular attention to systems with a
high degree of autonomy due to their specific risks.
By “illicit trafficking”, we mean the development,
production, transfer, acquisition, or use of such sys-
tems in violation of national legislation and interna-
tional norms. This problem poses a serious threat to
international security and stability. The potentially
uncontrolled proliferation of autonomous weapon
systems could lead to regional destabilization, ter-
rorist acts, and grave human rights violations. At the
same time, as will be shown below, the extent of the
actual threat and the necessity of prohibitive meas-
ures are subjects of lively debate among states. Cur-
rently, there are no clear mechanisms establishing
responsibility for such actions.

The existing system of international legal norms,
including International Humanitarian Law (IHL),
arms control regimes such as the Convention on
Certain Conventional Weapons (CCW) and its Pro-
tocols?, export controls (the Wassenaar Arrange-
ment’), and UN Security Council resolutions, may
prove insufficient to combat the illicit trafficking of
autonomous robotic systems.

Many researchers consider the autonomy of
combat robots (i.e., their ability to act without con-
stant human oversight) to be the primary problem.
It is argued that under such conditions, robots can-
not change their mission in response to changing

situations or humanitarian circumstances, which
contravenes the principles of distinction, propor-
tionality, and military necessity enshrined in Addi-
tional Protocols I and II to the Geneva Conventions
of 1949,

Furthermore, there is a regulatory legal problem
caused by the absence of universal definitions for
autonomous robotic systems, uniform standards for
their classification, and special international treaties
covering the entire lifecycle of military robots from
development to deployment.

The situation is complicated by the lack of a uni-
fied approach to studying this problem. While the
works of authors such as Paul Scharre [Sharre 2018]
and Markus Wagner [Wagner 2014:1371-1422], as
well as the scientific project of the Russian Founda-
tion for Basic Research No. 18-29-16129, “Doctrinal
and Legal Framework and Moral and Ethical Stand-
ards for the Use of Autonomous Robotic Systems
in Social and Military Spheres™, provide detailed
analyses of autonomous systems' compliance with
IHL and the ethical aspects of their use, the problem
of illicit trafficking in autonomous robotic systems
remains relatively underexplored. Existing publica-
tions focus primarily on the legality of using combat
robots within the framework of state military opera-
tions, whereas the issue of illicit robotics trafficking
is addressed only fragmentarily.

Among the pressing issues are cross-border sup-
plies of dual-use components; the involvement of
non-state actors, such as terrorist groups and organ-
ized criminal networks, in the dissemination of tech-
nologies; deficiencies in the customs control system;
and questions of accountability for incidents occur-
ring beyond national borders.

Initiatives such as Russia's “Concept for the De-
velopment of Regulation of Relations in the Field
of Artificial Intelligence and Robotics until 2024
are aimed primarily at technological advancement

Moscow Journal of International Law - 2 - 2026

2 Convention on Prohibitions or Restrictions on the Use of Certain Conventional Weapons which may be deemed to be
Excessively Injurious or to have Indiscriminate Effects (with Protocols |, II, Il as amended, Ill, IV and V). 1980. URL: https://
legal.un.org/avl/ha/cprccc/cprecc.html (accessed date: 16.01.2026).

3 Wassenaar Arrangement. URL: https://www.wassenaar.org/ (accessed date: 16.01.2026).

4 International Committee of the Red Cross. Protocols Additional to the Geneva Conventions of 12 August 1949.2010. URL:
https://www.icrc.org/sites/default/files/external/doc/en/assets/files/other/icrc_002_0321.pdf (accessed date: 16.01.2026).
> Doktrinal'no-pravovye osnovy i nravstvenno-eticheskie standarty primeneniya avtonomnyh robotizirovannyh appara-
tov v social'noj i voennoj sfere [Doctrinal and Legal Framework and Moral and Ethical Standards for the Use of Autonomous
Robotic Systems in Social and Military Spheres]. — Rossijskij fond fundamental'nyh issledovanij [Russian Foundation for Basic
Research]. 2018. Grant No. 18-29-16129. (In Russ.)

6 Rasporyazhenie Pravitel'stva RF ot 19 avgusta 2020 g. N2 2129-r [Decree of the Government of the Russian Federation
dated August 19, 2020 No. 2129-r]. - Sobranie zakonodatel'stva RF [Collection of legislation of the Russian Federation]. 2020.
No. 35. Art. 5593. (In Russ.)
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rather than at creating barriers to the unlawful use
of such technologies. This underscores the need for
international coordination of national measures in
this area.

The scientific novelty of this research lies in its
comprehensive analysis of the problems associat-
ed with the illicit trafficking of military robots as a
distinct legal phenomenon. The study systematizes
existing gaps in international control regimes and,
considering various state positions, proposes model
solutions for their universal regulation. Specifically,
the study proposes establishing a convention-based
prohibition on the transfer of offensive autonomous
systems to non-state actors, as well as creating an in-
ternational mechanism for monitoring supply chains
of robotic components.

The relevance and urgency of conducting such
research are driven by technological, humanitarian,
and geopolitical factors. The technological factor
includes the rapid advancement of artificial intelli-
gence capabilities, which outpaces the adaptation of
legal norms. The humanitarian aspect implies that
equipping drones with weapons of mass destruction
without human involvement could lead to the inabil-
ity to correct erroneous commands or halt attacks
should the situation change. Finally, the geopoliti-
cal dimension of the problem lies in the fact that the
uncontrolled proliferation of autonomous robotic
systems threatens strategic stability and potentially
facilitates terrorist organizations' access to modern
means of warfare.

Considering these concerns, the purpose of this
article is to develop a scientifically grounded con-
cept for international legal countermeasures against
the illicit trafficking of military robots. The concept
includes: 1) the unification of definitions and crite-
ria that determine which actions are unlawful with
respect to autonomous military robots; 2) the mod-
ernization of export control and customs monitoring
regimes; 3) the introduction of multi-level account-
ability for violations at the state level as well as at the
corporate and individual levels; and 4) the establish-
ment of an international registry of incidents and
mechanisms for their investigation.

The main scientific problem is that with techno-
logical advancement, non-state actors gain increas-
ing opportunities to acquire and use autonomous
offensive systems through shadow channels. Exist-
ing international legal norms may prove incapable
of effectively responding to these trends, given the
absence of specific prohibitions, verification proce-
dures, and enforcement mechanisms that could con-
trol such actions.

64

II. The concept and classification of military
robot

An examination of international agreements, na-
tional laws, and theoretical works has revealed that
there is no single, legally codified definition of the
term “military robot”. Instead, three main approach-
es to its interpretation can be identified.

The functional approach focuses on the system’s
ability to perform tasks in combat conditions with a
certain degree of autonomy, where human involve-
ment should be minimal or absent altogether [Rus-
sell 2022:19-24]. A key aspect of this approach is the
system’s level of autonomy, which may range from re-
motely operated to fully autonomous [Sharre 2018].
This is particularly relevant with respect to critical
functions such as target detection, the decision to
use force, and direct engagement with a target. This
approach is widely used in military doctrines, for ex-
ample, in documents of NATO and the U.S. Depart-
ment of Defense, as well as in discussions on lethal
autonomous weapons systems (LAWS) under the
CCW [Horowitz, Sharre 2015]. However, problems
arise since the boundaries of system autonomy are
not always clearly defined, as well as the subjectivity
involved in determining when a “critical decision” is
made.

At the core of the concept of a military robot
lies the technological approach, which views it as a
combination of physical and software components,
including sensors (e.g., detectors, cameras, radars),
actuators (e.g., manipulators, weapon systems), in-
formation processing systems (including artificial
intelligence algorithms), and mobility capabilities
(ground, air, sea, underwater) [Krishnan 2016].
This approach is widely used in technical standards
and regulations, as well as in export control docu-
ments that govern specific technologies and compo-
nents [Aubin, Idiart 2016]. However, this approach
has its drawbacks. It rapidly becomes outdated and
may not always encompass all continuously evolving
technologies. Furthermore, within the technologi-
cal approach, it is often difficult to distinguish mili-
tary systems from commercial drones or dual-use
robots.

Under the legal approach, the concept of a “mili-
tary robot” is defined through characteristics that
have direct relevance to the application of existing le-
gal norms or the development of new ones [Boothby
2009]. The primary focus is on the system’s intended
purpose [Dinstein 2022]: it may be designed or used
exclusively or primarily for military objectives. The
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nature of the system’s impact on the environment is
also considered, its ability to inflict physical dam-
age or disable enemy objects or personnel, either
directly or indirectly. The potential for violations of
international humanitarian law is analyzed [Ander-
son 2014:386-411], as the system's design or software
code may not comply with the principles of inter-
national humanitarian law such as the principles of
distinction, proportionality, and military necessity.
Specific risks associated with the circulation of such
systems such as features that may render them at-
tractive for illicit proliferation or use (e.g., small size,
component availability, difficulty of detection) are
also examined [Ventura 2018]. This approach is most
relevant for the purposes of this study, but it faces the
challenge of the lack of consensus on key character-
istics and their significance.

The reasons for the absence of a unified definition
are not only technical but also political. Many states
(including Russia and the United States) express
concern that a premature or overly broad definition
could limit defense innovation and create competi-
tive advantages for dishonest actors. Russia, in par-
ticular, in its documents within the Group of Gov-
ernmental Experts (GGE) of the CCW, emphasizes
the need to maintain “human control” over the use
of force, but opposes a total ban on autonomous sys-
tems, proposing instead the development of politi-
cal and technical regulatory measures’. The United
States takes a similar position, stressing the sufficien-
cy of existing IHL norms, provided they are adapted
to new circumstances®. At the same time, a number
of states and NGOs insist on the development of a
legally binding instrument prohibiting fully autono-
mous systems’.

The diversity of approaches to defining “military
robot” is not merely a theoretical concept. It has se-
rious legal and practical implications for regulating
the unlawful use of such devices [Geiss, Lahmann
2017:371-404]. Gaps and contradictions exist within
the legal framework, leading to ambiguity in deter-
mining the status of various systems. This allows the
same objects to fall under regulation in one jurisdic-

tion but not in another. For example, a drone capable
of autonomous flight but not equipped with weapons
may be considered a military robot in the produc-
ing country but a commercial product in the import-
ing country, thereby facilitating its illicit circulation.
Dual-use systems and their components, which are
actively used in the shadow market, are particularly
vulnerable [Bunker, Sullivan 2021]. The uncertainty
regarding their status complicates the qualifica-
tion of actions involving them as unlawful [Malsch
2013:461-486].

Equally significant is the question of the applica-
bility of existing norms. After all, the effective appli-
cation of fundamental IHL norms, as well as arms
control regimes, depends on whether a particular
system falls under existing definitions of weapons or
military equipment [Schmitt 2013]. Disagreements
in approaches create opportunities to circumvent re-
strictions. For instance, if a system is not classified
as a weapon due to the absence of built-in means of
destruction, but can be quickly equipped with such
means by a non-state actor, existing arms embargoes
may prove inapplicable.

In addition, attention must be drawn to the dif-
ficulties that arise when developing new regulatory
rules [Rosert, Sauer 2019:370-375]. Attempts to cre-
ate a special international legal instrument to control
the circulation of military robots face a serious ob-
stacle - the inability to reach agreement on the sub-
ject matter of regulation. Debates within the GGE
vividly demonstrate how disagreements over the un-
derstanding of a key term impede progress. The ab-
sence of a clear definition of “military robot” renders
attempts to establish prohibitions or restrictions on
its illicit circulation futile.

Furthermore, an important component of the
problem is the difficulty of establishing responsibil-
ity, as uncertainty in the identification of the object
complicates the attribution of liability for unlawful
acts involving it [Crootof 2015:1347-1402]. If the
status of a system is in doubt, it becomes more dif-
ficult to prove a violation of a specific norm regu-
lating the circulation of arms or military equipment.

7 Mako G. No New Rules Needed: Russia’s Minimalist Vision of Human Oversight for LAWS. URL: https://lieber.westpoint.
edu/no-new-rules-needed-russias-minimalist-vision-human-oversight-for-laws/ (accessed date: 15.04.2026).

& CCW: U.S. Statement on Consideration of the GGE Report on Laws. — U.S. Mission to International Organizations in Geneva.
URL: https://geneva.usmission.gov/2019/11/20/ccw-u-s-statement-on-consideration-of-the-gge-report-on-laws/#search
(accessed date: 15.04.2026).

® Human Rights Watch. Statement to Convention on Conventional Weapons Annual Meeting Discussion on Lethal Auton-
omous Weapons Systems. URL: https://www.hrw.org/news/2024/11/14/statement-convention-conventional-weapons-
annual-meeting-discussion-lethal (accessed date: 15.04.2026).
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Consequently, the lack of a single, functional, and le-
gally defined concept of “military robot” is not only a
theoretical but also a practical problem that hinders
effective counteraction to its unlawful use.

This underscores the need to develop a universal
definition or, at a minimum, a set of key characteris-
tics (autonomy in performing critical tasks, military
purpose, capacity to cause harm, specific risks of un-
controlled proliferation) that could serve as a basis
for adapting existing and creating new international
legal control mechanisms. At the same time, any def-
initions must be developed by consensus, taking into
account the interests of all groups of states, and not
imposed unilaterally.

An examination of existing developments and
theoretical approaches has shown that military ro-
botic systems exhibit great diversity. This creates
significant difficulties in developing effective legal
measures to counter their unlawful use.

One of the key classification criteria directly re-
lated to legal risks is the degree of decision-making
independence, especially concerning the use of force
[Begishev 2021:185-201]. This criterion ranges from
systems requiring constant operator control (e.g.,
most contemporary armed unmanned aerial vehi-
cles) to automated platforms capable of performing
tasks without direct human involvement (e.g., cer-
tain air defense systems), and even to hypothetical
fully autonomous systems that could operate with-
out human intervention. As autonomy increases, the
challenges of complying with IHL principles and es-
tablishing accountability become more acute, signifi-
cantly raising the risk that such systems may enter
the illicit market.

A key factor influencing the situation is the op-
erational environment. Air systems, particularly
lightweight and medium UAVs, dominate illicit cir-
culation. They have become so popular due to their
affordability, potential for covert transportation, and
versatility. Ground, naval, or space-based robots pre-
sent other, often more localized, risks.

When considering channels of illicit prolifera-
tion, it is important to account for the level of tech-
nological sophistication and the origin of the sys-
tems. High-tech, specialized military systems, while
potentially subject to targeted leaks or theft, are less
susceptible to mass shadow market circulation. In
the contemporary world, the greatest threat is posed
by systems based on commercial dual-use platforms
such as civilian drones and robots that can be easily
modified for military purposes by adding weapons
or specialized software [Springer 2013].
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The mass production of such systems, their rela-
tively low cost, the lack of strict accountability, and
global supply chains create unique opportunities for
non-state actors. This renders existing export control
regimes, which were designed for traditional arma-
ments, ineffective. The situation is further compli-
cated by the fact that the functional purpose of these
systems remains in the shadows. The international
discussion is focused on lethal autonomous systems,
while the risks associated with the illicit circulation
of reconnaissance or engineering robots remain less
studied. These robots could be used to prepare ter-
rorist acts, lay mines, or coordinate unlawful armed
groups.

The mass production of these systems, their rela-
tively low cost, and the lack of strict accounting and
global supply chains present unique opportunities
for non-state actors. This renders existing export
control regimes for traditional weapons ineffective.
This situation is further complicated by the fact that
the actual purpose of these systems is often unclear.
The international community primarily focuses on
lethal autonomous weapons, while the risks of illegal
trafficking in intelligence or engineering robots are
often ignored. These robots could be used to plan ter-
rorist attacks, mine fields, or coordinate illegal armed
groups.

The diversity and variability in the classification
of military robots explain why legal regulation in
this field consistently lags behind the requirements
of the times. Traditional control methods based on
the notion of “weapons” and “military equipment”
with clearly defined technical characteristics cannot
react quickly to changes in global trends. For exam-
ple, they fail to account for the possibility of repur-
posing commercial platforms or altering the level of
autonomy of existing systems.

Therefore, the absence of a universally accepted
and legally significant classification that takes into
account the risks of unauthorized proliferation and
use based on level of autonomy, base platform, ac-
cessibility, and potential harm is not merely a termi-
nological problem but a serious obstacle to global
security.

Without a clear understanding of which systems
require restrictions and controls at all stages of their
life cycle, any regulatory measures will remain incom-
plete and vulnerable to circumvention through “grey
zones”. This underscores the exceptional importance
of developing such a classification as a foundation for
creating an effective legal mechanism to prevent the
illicit circulation of military robotic systems.
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III. Legal basis for regulating the turnover of
military robots

Currently, international law lacks a single, spe-
cialized treaty regulating the circulation of military
robots. Instead, there exist scattered norms from
various areas of law that only partially, and some-
times indirectly, address certain aspects of the devel-
opment, transfer, or deployment of such robots. This
creates potential opportunities for their illicit traf-
ficking, although the degree of vulnerability of the
legal regime remains a subject of debate.

The regulatory foundation rests upon the princi-
ples of International Humanitarian Law, in particular
the Geneva Conventions of 1949 and their Addition-
al Protocols I and II of 1977 [Sassoli 2019]. Although
these instruments do not explicitly mention robots,
they apply to all means and methods of warfare, in-
cluding robotic systems, and impose an obligation to
observe the principles of distinction, proportionality,
and military necessity when employing them in an
armed conflict. There also exists an obligation to as-
sess new weapons, as enshrined in Article 36 of Ad-
ditional Protocol I*.

However, IHL possesses a specific characteris-
tic that may limit its ability to directly counter the
proliferation of autonomous systems on the black
market. This is because IHL is aimed at regulating
the application of autonomous systems, rather than
controlling their development, production, or cross-
border transfer. A more specific, yet still limited, in-
strument in this field is the Convention on Certain
Conventional Weapons (CCW), which was signed in
1981, entered into force two years later, along with
its protocols [Cassese 2023:1155-1191]. For instance,
Protocol IV on Blinding Laser Weapons established
the first precedent for prohibiting a weapon with
new, previously unused characteristics. However, it
did not ban the further development and stockpiling
of such weapons [Egel 2025:720-743].

Since 2014, discussions have continued within
the Group of Governmental Experts on Lethal Au-
tonomous Weapons Systems (LAWS) aimed at un-
derstanding the challenges associated with autonomy
in armed conflict. Progress within the expert discus-
sions of the CCW States Parties has not resulted in
legally binding norms. However, the parties have
managed to agree on 11 Guiding Principles regard-

ing LAWS, which establish that: (a) IHL remains ap-
plicable; (b) responsibility for the use of LAWS can-
not be transferred to machines; (c) progress in the
use of Al for peaceful purposes must be taken into
account. Although non-binding, these principles
represent an important consensus and a foundation
for further work. At the same time, a definition of
LAWS has not been agreed upon, discussion on pro-
hibitions has not yielded consensus, and the primary
focus remains on issues of use rather than on the cir-
culation of technology.

Export control regimes, such as the Wassenaar
Arrangement, play an important role, but their effec-
tiveness is often called into question. Although they
address certain critically important components of
military robots (e.g., sensors, guidance systems,
and AI elements), their adaptation to modern re-
alities does not always keep pace with technological
development and fails to account for mass-market
commercial platforms that are easily modified for
military purposes [Sanchez-Cobaleda 2022:77-95].
Furthermore, these regimes are voluntary and focus
on interstate transfers, thus failing to account for
complex transnational supply chains and the activi-
ties of non-state actors, who are the main partici-
pants in the illicit market.

United Nations Security Council resolutions im-
posing arms embargoes on specific conflict zones
could potentially also cover military robots. How-
ever, in practice, this is not always implemented
[Biersteker, Brubaker, Lanz 2022:180-202]. The reso-
lutions lack a clear definition of such systems, and
specialists tasked with determining and imposing
sanctions for violations in this area may lack suffi-
cient expertise to identify them. Moreover, tracking
the supply of small arms, especially in small batches
such as unmanned aerial vehicles that can be trans-
ported in a private car, can be difficult. This results
in resolutions not always effectively preventing the
illicit trafficking of military robots.

Thus, the existing system of international treaties
and regimes is characterized by fragmentation and
incomplete coverage. However, it would be incorrect
to assert that it is entirely incapable of addressing
new challenges. The arguments of states opposing
the immediate introduction of new prohibitions (in-
cluding Russia) are as follows: (1) premature regu-
lation may stifle innovation in defense; (2) existing
IHL norms are sufficient, provided they are correctly

1% International Committee of the Red Cross. Protocols Additional to the Geneva Conventions of 12 August 1949.2010. URL:
https://www.icrc.org/sites/default/files/external/doc/en/assets/files/other/icrc_002_0321.pdf (accessed date: 16.01.2026).
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implemented; (3) the problem lies less with auton-
omy per se than with the unlawful acts of humans,
which should be prosecuted under existing norms;
(4) technical and procedural measures (standardiza-
tion, marking, data sharing) are more effective than
new legal prohibitions that are easily circumvented.
These arguments warrant serious analysis and can-
not be dismissed without evidence. Conversely, pro-
ponents of a new treaty point to the following coun-
terarguments: (a) existing regimes do not account for
the specific features of autonomy, particularly con-
cerning the allocation of responsibility; (b) volun-
tary measures and “soft law” are insufficient to deter
non-state actors; (c) experience with other types of
weapons (cluster munitions, anti-personnel mines)
demonstrates that legally binding prohibitions are
what change state behavior.

In our view, the most serious problem is the ab-
sence of direct international prohibitions on the
transfer of certain types of military robots, especially
autonomous ones capable of delivering lethal strikes
against an adversary, to non-state actors [Rosert,
Sauer 2021:4-29]. Furthermore, there are no univer-
sal mechanisms for controlling the supply chains of
dual-use components and no uniform identification
standards. This legal uncertainty and incompleteness
not only hinder the detection of unlawful operations
but also contribute to the development of the illicit
market. Therefore, the development of a new inter-
national agreement (or, as a compromise, a protocol
to the CCW) appears desirable, although the authors
acknowledge that consensus on such an instrument
is unlikely in the foreseeable future.

As an alternative or intermediate approach (one
shared, in particular, by the Russian Federation), it
is proposed to focus on developing: (a) political dec-
larations on principles of responsible behavior; (b)
technical standards and verification procedures; (c)
confidence-building and transparency measures;
(d) harmonization of national legislation in the ar-
eas of export control and criminal liability for illicit
trafficking. These measures could be implemented
more quickly and with greater consensus than a full-
fledged treaty. In this article, however, the authors
focus on the treaty path, without denying the value
of alternative approaches.

A key aspect of a potential treaty (or protocol)
should be the unification of terminology [Jonsson
2024]. A legally binding definition of a “military ro-
bot” is necessary, one that accounts for its functional
purpose and degree of autonomy in making critical
decisions. Moreover, categories of systems should
be clearly delineated based on the risk of their illicit
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proliferation. Without a clear terminological founda-
tion, any subsequent obligations will be vague and
difficult to enforce. At the same time, the definition
must be sufficiently flexible to avoid becoming ob-
solete within a few years, yet specific enough to have
practical value. One possible solution is to refer to
technical annexes that can be updated by a confer-
ence of States Parties.

The agreement must be based on clear and unam-
biguous prohibitions on the transfer of certain types
of military robots to non-state structures, including
terrorist organizations, unlawful armed groups, and
private military companies [Liang 2022:1-24]. Their
production, purchase, stockpiling, and use by these
structures should also be prohibited. However, con-
trol must extend not only to finished systems but also
to critical components and dual-use technologies,
such as specialized sensors, navigation and target-
ing systems, artificial intelligence algorithms for au-
tonomous decision-making, and engines of a speci-
fied power threshold [Mandle, Pearson 2023: 60-86].
For this purpose, mechanisms for the identification,
marking, and tracking of such components in global
supply chains need to be developed.

However, the treaty should not be limited solely
to imposing prohibitions. It must include the estab-
lishment of an effective international mechanism for
control, monitoring, and enforcement of the estab-
lished rules, this being the most complex yet most
critical part of the agreement [Silva, Pellens, da Silva
2023]. This implies the creation of a permanent body
empowered to collect and analyze data on the circu-
lation of robots, including reports from States Parties
on production, export, import, and incidents related
to the illicit trafficking of robots and their compo-
nents. Furthermore, this body should be authorized
to conduct investigations of suspicious cases, develop
mandatory technical standards for the marking and
identification of systems, and facilitate international
cooperation, including the exchange of intelligence
information and assistance in strengthening national
border and customs control capacities.

A key aspect of compliance should be the creation
of effective liability mechanisms [Oimann, Salatino
2025:1757-1768]. These mechanisms should include
both the international legal responsibility of States
for violations of treaty obligations (e.g., for failing
to take measures to prevent the illicit movement of
robots and their components from their territory)
and the obligation for States Parties to criminalize
relevant acts in their national legislation and ensure
the criminal prosecution of natural and legal persons
involved in illicit trafficking.
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Despite the complexity of the negotiation pro-
cess, as evidenced by the protracted discussions
within the CCW Group of Governmental Experts
on LAWS control, successful existing models such as
the Convention on Cluster Munitions or the Arms
Trade Treaty (ATT), adapted to the specifics of ro-
botic technologies, could serve as a starting point
[Bhaskar, Magoge, Hashimy 2025:222-258]. Howev-
er, it is important to acknowledge that these models
are controversial. For example, the Convention on
Cluster Munitions has not been supported by many
major military powers (USA, Russia, China). A more
realistic analogue might be not a mandatory treaty,
but politically binding instruments such as the Ot-
tawa Process on anti-personnel mines, although
even that is not universal. The authors recognize that
achieving a universal treaty will require significant
diplomatic efforts and concessions.

The key distinctive feature of a new treaty should
be its ability to stay ahead of its time. It must take
into account not only current but also foreseeable
technological trends, providing flexible procedures
for updating the controlled lists of militarized robots
and their components, as well as the criteria for their
autonomy and lethality [Sauer 2021:237-250].

The development and adoption of such a targeted
treaty is one possible, albeit challenging to achieve,
direction. Only a legally binding instrument with a
comprehensive mandate, encompassing clear prohi-
bitions, uniform standards, and effective control and
enforcement mechanisms, can create a reliable legal
barrier against the development of the illicit military
robot market. In the absence of such a treaty (which
is more likely in the short and medium term), pri-
ority should be given to “soft law” measures, tech-
nical standards, strengthening national control
regimes, and international law enforcement coop-
eration. Although not ideal, these measures can sig-
nificantly reduce risks without waiting for an elusive
consensus.

Moving from theory to the practical aspects of
control, it becomes clear that an effective counter-
measure against the illicit trafficking of military ro-
bots requires a multi-layered system of interconnect-
ed legal mechanisms. This system must be capable of
functioning both in the absence of a universal treaty
and should such a treaty emerge in the future. Na-
tional regulatory systems play a key role in this pro-
cess, and despite their specificities, they must include
mandatory certification and licensing procedures for
all critical components throughout the entire lifecy-
cle of robots. This applies to all stages, from the de-
velopment of autonomous targeting algorithms to
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the production of specialized sensors and final sys-
tem assembly.

Special attention should be paid to implementing
a legally binding digital product passport system for
key dual-use components, such as onboard comput-
ers, navigation systems, and engines [Abedi, Saari,
Hakola 2024:1-9]. This system should consolidate
data on component origin, technical specifications,
and chain of custody. This would create a technologi-
cal basis for end-to-end traceability and significantly
complicate document forgery in cases of illicit trans-
actions.

Furthermore, strengthening customs controls is
critically necessary. This requires the introduction of
specialized inspection protocols, including spectral
material analysis, firmware scanning for the presence
of uncertified military software, and the creation of
distributed databases of component “digital finger-
prints”. This would enable the prompt detection of
illicit transit attempts, even for smaller systems.

At the international level, beyond the prospect
of a new treaty, the urgent modernization of export
control regimes such as the Wassenaar Arrange-
ment and the Missile Technology Control Regime
(MTCR) is required. Modernization should include
the introduction of dynamic lists that are automati-
cally updated based on machine analysis of patents,
scientific publications, and tender data. This would
allow for the prompt inclusion of new technologies,
such as neuromorphic chips for real-time sensor
data processing or swarming algorithms, on restric-
tive lists.

Specific attention should be directed towards fi-
nancial and cyber monitoring mechanisms [Levi
2022:225-243]. Banks and payment systems should
be required to use Al algorithms to detect suspicious
transactions related to the procurement of large
batches of commercial drones or specific compo-
nents in high-risk regions for illicit re-export. Fur-
thermore, international platforms for sharing data
on cyberattacks targeting military robot developers
aimed at stealing source code or hijacking control
should be established.

Among procedural and investigative tools, the
development of standardized protocols for forensic
analysis of incidents involving military robots is of
particular importance, including the extraction and
verification of digital logs and the reconstruction of
algorithmic decision-making processes [Casey, Bollé
2023]. Also playing a crucial role in this context
are the harmonization of national criminal liability
norms for smuggling, modification, and unauthor-
ized use of such systems, as well as the formation of
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joint investigative teams to probe the cross-border
chains of illicit trafficking in robots and components
for their manufacture.

The key principle underpinning the effectiveness
of this complex system is the principle of “mutual
reinforcement”. This implies that data from digital
marking should be automatically integrated into
customs and financial monitoring systems. Infor-
mation about attempts to circumvent export restric-
tions should be promptly transmitted to investigative
authorities. Results of forensic incident analysis can
influence certification standards and cyber defense
requirements.

To create a reliable barrier against the illicit traf-
ficking of military robots, it is insufficient merely to
establish new prohibitions. It is necessary to create
an intelligent control infrastructure that integrates
technological advances (digital marking, Al-driven
analysis), enhanced procedures (dynamic lists, in-
spection protocols), and more effective legal instru-
ments (harmonized liability, international investiga-
tive mechanisms).

Only such a comprehensive system, operating at
the intersection of national and international law,
digital security, and operational cooperation, will be
able to adapt in a timely manner and stay ahead of
the constantly evolving methods used on the shadow
market for military robots.

IV. Problems and prospects of development of
international legal regulation of illegal trafficking
of military robots

Before proceeding to analyze the negative con-
sequences, it is important to note that autonomous
military robots carry not only risks but also potential
advantages. Proponents of their development point
out that such systems may reduce personnel casual-
ties, ensure greater compliance with IHL by elimi-
nating human errors caused by stress or fatigue, en-
able faster and more effective responses to threats,
and operate in environments hazardous to humans.
These arguments should not be disregarded when
assessing the risks of illicit trafficking. Nevertheless,
illicit trafficking exacerbates precisely the negative
aspects, thereby nullifying many of the potential
benefits.

The uncontrolled proliferation of military robots
through illicit channels leads to a number of mutual-
ly reinforcing adverse consequences that extend be-
yond the traditional risks associated with illicit arms
trafficking. This creates fundamentally new threats to
global security, stability, and the rule of law.
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At the operational-tactical level, the most obvi-
ous and devastating consequence is the increase in
the number of precision strikes against opponents
[Plichta, Rossiter 2024:1001-1031]. Non-state actors,
such as terrorist groups, organized criminal syndi-
cates, and uncontrolled armed groups, gain access to
armed drones and autonomous systems. This enables
them to carry out asymmetric attacks with unprec-
edented accuracy, minimizing risks to perpetrators
and reducing the effectiveness of defensive measures.
Such technologies not only expand the scale and ef-
ficiency of terrorist acts (as demonstrated by the at-
tacks on oil facilities in Saudi Arabia or the use of
suicide drones in conflicts worldwide) but also radi-
cally alter the nature of urban warfare and the pro-
tection of critical infrastructure. Facilities previously
considered secure now become vulnerable.

Concurrently, a serious crisis arises in establishing
responsibility for resulting harm [Sparrow 2007:62-
77]. The autonomy of these systems, particularly in
cases of unlawful use, significantly complicates, and
sometimes renders impossible, the identification of
the specific party responsible for a violation of In-
ternational Humanitarian Law. The question arises:
did the incident result from the deliberate actions
of a malicious actor, operator error, an algorithmic
malfunction, an external cyberattack, or the unin-
tentional transfer of the system into criminal hands?
Such uncertainty jeopardizes the very possibility of
accountability, creating a dangerous precedent of
impunity and undermining the norms of IHL. States
may invoke technical failures or actions by unidenti-
fied third parties as a pretext to evade responsibility.

At the strategic level, illicit trafficking in weapons
and military equipment can lead to regional destabi-
lization and weaken arms control [Futter 2015]. The
widespread emergence of sophisticated military ro-
bots among non-state actors or small states lacking
professional armed forces may disrupt the existing
balance of power, provoke preemptive strikes from
both sides of conflicts, and trigger an arms race in
robotics and countermeasure technologies. This will
divert resources away from sustainable development
and increase the risk of escalation, even in local con-
flicts.

Of particular concern is the illicit trade in tech-
nologies, including components for autonomous
systems, which allows circumvention of existing
non-proliferation regimes for various types of weap-
ons and creates the threat of novel weapons of mass
destruction such as, for example, swarms of autono-
mous drones equipped with chemical or biological
agents [Chen, Liu, Guo, Kato 2020:278-283].
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The illicit spread of technologies creates new
flashpoints and makes conflicts more devastating
and unpredictable. The legal consequences of this
phenomenon are systemic in nature. The very fact
of large-scale illicit trafficking undermines the le-
gitimacy and effectiveness of key branches of inter-
national law [Crawford 2013]. The principle of state
sovereignty and the duty to ensure security on one's
own territory come into conflict with the impossibil-
ity of fully controlling rapid technological flows.

The norms governing state responsibility for in-
ternationally wrongful acts, as contained in the UN
International Law Commission's Draft Articles on
Responsibility of States for Internationally Wrongful
Acts, are becoming increasingly less applicable in the
context of autonomous systems used by non-state
actors [Murphy, Rubin 2025:159-172]. In particular,
questions arise as to the classification as an “armed
attack” of an act of aggression committed by an au-
tonomous robot supplied by an unknown non-state
intermediary at the behest of another state. This un-
certainty may lead either to the unjustified invoca-
tion of the right to self-defense or to inaction in the
face of a genuine threat.

Furthermore, the long-term socio-technical and
ethical implications of using autonomous systems
are linked to a profound transformation in the na-
ture of violence and a lowering of the threshold for
its use. The ease of acquiring and deploying military
robots reduces the psychological and political costs
of instigating conflicts. Broad access to the ability to
livestream killings from cameras mounted on au-
tonomous systems, combined with the algorithmic
distance between the operator/developer and the
victim, leads to a deep dehumanization of war. This
lowers moral barriers and simplifies decisions to use
force [Von Heinegg, Frau, Singer 2018].

The illicit market, which makes military robotics
more accessible, contributes to the “normalization”
of robotic violence in public consciousness and in the
practice of non-state groups. This creates a vicious
cycle: the wider the proliferation, the greater the de-
mand and the opportunities for further development
of shadow supply chains, which in turn complicates
control over the circulation of military robots. This
leads to negative consequences for all humanity, cre-
ating a new threat paradigm characterized by height-
ened danger and management complexity. Within
this paradigm, technological complexity, legal un-
certainty, and ethical degradation converge.

As stated earlier, combating illicit trafficking in
military robots requires a comprehensive approach
that is not limited solely to legislative restrictions. It is
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essential to create a dynamic system of proactive and
enforcement measures, integrating technological,
operational, and humanitarian tools to eliminate the
threat at all stages of its emergence and realization. A
key element of such a system must be the mandatory
ethical certification of algorithms. This should in-
clude independent auditing of the source code of au-
tonomous systems for built-in mechanisms prevent-
ing unauthorized use, the ability to detect attempts at
reprogramming, and compliance with IHL norms. It
is also critically important to ensure an open archi-
tecture framework for non-lethal components. This
would enable international inspectors and national
regulators to verify the absence of hidden vulner-
abilities or functions that could be exploited in il-
licit trafficking [Ferenc, Dimi¢, Lutovac, Vidakovi¢,
Kvrgi¢ 2013:89-100].

At the operational response level, the establish-
ment of specialized inter-agency “counter-drone
defense” centers is of key importance. These centers
would combine the capabilities of air defense, elec-
tronic warfare, cyber intelligence, and law enforce-
ment. Their task would be to track, intercept, and
neutralize unauthorized use of aerial systems in real
time using adapted protocols. Particular attention
should be paid to “humanitarian intelligence”. This
entails the systematic collection and analysis of in-
formation from non-governmental organizations,
journalists, and local communities regarding suspi-
cious movements of components, makeshift drone
assembly workshops, or instances of unknown ro-
botic systems being used in conflict zones. Such data
must be promptly verified through satellite monitor-
ing and inter-state information exchange channels.

To counter the shadow market, it is necessary to
develop algorithms for analyzing blockchain trans-
actions. These algorithms would track anomalous
payment patterns for electronics shipments to re-
gions at high risk of re-export. Furthermore, manda-
tory declaration of ultimate beneficial owners should
be introduced for companies producing critical dual-
use components.

In the realm of international cooperation, the
creation of investigative teams should play a key role.
Such teams would be authorized to conduct search-
es of digital infrastructure, including cloud servers
containing telemetry data and industrial equipment
exchanges, upon detection of signs of transnational
smuggling. It is also necessary to standardize digital
forensics protocols for the accurate attribution of inci-
dents [Eichensehr 2019:213-217]. This would include
extracting logs from autonomous systems and recon-
structing the algorithmic chain of decision-making.
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To reduce demand for military robot compo-
nents on the illicit market, a global campaign should
be conducted to enhance technological literacy
among non-state actors. This campaign would ex-
plain the legal and operational risks associated with
using uncontrolled systems, including the risks of
hacking and loss of control. Additionally, an inter-
national ethical code for robotics developers should
be developed. This code would encourage voluntary
withdrawal from projects lacking safeguards against
unauthorized militarization.

Beyond the foregoing, modern legal regulation in
the field of robotics requires the determination of le-
gal liability for the illicit trafficking of military robots.
The complexity of this task stems from the pervasive
use of modern technologies and the infliction of harm
through them, necessitating a revision of traditional
legal constructs in the context of a manifold increase
in the number of persons capable of committing of-
fenses using modern Al-based systems.

The main problem lies in the fact that existing
international and national liability regimes, which
were designed for conventional weapons, are ill-suit-
ed for situations where an unlawfully transferred au-
tonomous system independently commits wrongful
acts. At the level of state responsibility, the principle
persists that a state is responsible for acts occurring
on its territory. Under the UN International Law
Commission's Draft Articles on State Responsibility
[Crawford 2002], problems arise in proving effective
control over non-state actors that have gained access
to robotic systems through shadow channels. It is
also difficult to establish the fact of "tacit consent” to
such supplies.

To address this problem, the introduction of an
obligation to suppress unlawful transfers of milita-
rized robotics technology is proposed. A more prom-
ising direction is the development of the concept of
“strict liability” [Wendehorst 2020] for harm caused
by military robots exported from the territory of the
state where they were manufactured.

For natural and legal persons, the harmonization
of criminal legislation is crucial. This includes: defin-
ing illicit trafficking in critical components (such as
sensors and Al modules) as a form of material sup-
port to terrorism, even in the absence of evidence
of end use; introducing a so-called “duty of care”
[Matthews, Greenspan 2020:211-248] for develop-
ers, obliging them to implement technical measures
preventing the unauthorized military use of their
products; and establishing criminal liability for the
deliberate disabling of audit and telemetry systems
on commercial platforms.
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Establishing causation is particularly complex
when autonomous systems involving multiple parties
are used: the manufacturer (potentially legitimate),
the illegal distributor, the operator with questionable
legal status, and the algorithm itself. To resolve this
problem, it is necessary to develop an international
digital forensics protocol. Such a protocol would
mandate the preservation of so-called “black boxes”
containing detailed decision-making logs and sensor
data; establish independent algorithm verification
centers for retrospective incident analysis; and rec-
ognize digital evidence, such as blockchain records
of robot or component transfers and software hashes,
as admissible in court.

An innovative tool could be the introduction of
“cascading liability”, whereby the burden of proving
absence of fault is distributed among all participants
in the chain. The exporting state would have to dem-
onstrate compliance with re-export control meas-
ures; the developer, the presence of built-in safe-
guards against unauthorized use; and the end-user,
the lawful acquisition of the robotic system.

An additional mechanism would be the creation
of an international registry of “critical incidents”
related to the unlawful use of military robots. This
registry would document violations and contribute
to the formation of case law. Universal jurisdiction
should be recognized for particularly serious crimes
such as genocide and crimes against humanity com-
mitted using autonomous systems, regardless of the
place of commission or the nationality of the perpe-
trator. To establish an effective liability regime, it is
essential not only to develop new norms but also to
adapt existing legal constructs to contemporary re-
alities.

V. Conclusion

The conducted analysis demonstrates that the
problem of unlawful traffic in military robots, driven
by the rapid development of autonomous technolo-
gies and the accessibility of dual-use platforms, has
evolved into a serious threat to international secu-
rity and humanitarian stability. At the same time, as
shown in the article, a wide range of opinions exists
as to the extent to which existing international law
addresses this threat and what measures are neces-
sary. The existing international legal framework,
which represents a collection of fragmented and
outdated norms of international humanitarian law,
limited arms control regimes, and inadequate ex-
port restrictions, may prove insufficiently effective in
countering this threat.
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The regulatory crisis manifests in the fact that
legal definitions and classifications do not always
correspond to contemporary technological realities.
Measures aimed at countering non-state actors and
the mass market for commercial unmanned aerial
vehicles prove inadequate. Traditional legal mecha-
nisms used to determine responsibility cannot always
cope with the distributed nature of harm caused by
autonomous systems.

Overcoming this crisis requires a comprehensive
set of measures at both the international and na-
tional levels. One possible avenue is the development
of a specialized international treaty or a protocol to
the Convention on Certain Conventional Weapons
(CCW). Such a treaty could establish universal defi-
nitions, as well as introduce strict prohibitions on the
transfer of certain classes of systems to non-state ac-
tors. Furthermore, it could regulate the use of dual-
use components. It would also be desirable to create
an effective verification and monitoring mechanism
under the direction of an international supervisory
body. At the same time, given the lack of consensus
on such a treaty, the priority measures for the fore-
seeable future should include the harmonization of
national legislation in the areas of export control and
criminal liability, the introduction of digital marking
systems and technical standards, the strengthening
of international law enforcement cooperation, and
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