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LETHAL AUTONOMOUS WEAPONS
SYSTEMS AND INTERNATIONAL LAW

INTRODUCTION. This research paper presents the
authors view on the essence of the problems of mod-
ern international law regulation of lethal autonomous
weapons systems (LAWS) and international arms cir-
culation. The authors dwell upon various aspects of
new technologies in the field of creating LAWS, outline
the prospects for the solution of the current challenges,
as well as give a legal assessment of the legality of new
types of weapons, methods and means of warfare from
the perspective of contemporary international law. The
system and mechanisms of international law regulation
of the military purpose products circulation are also
analyzed in this scientific work.

MATERIALS AND METHODS. The subject of this
study comprises international treaties, international
customs, general principles of international law and
national legislation of states. The study also includes
the analysis of international acts of different nature, re-
ports and other documents of international organiza-
tions, national authorities, scientific and educational

literature. The methodological basis of this study is a
wide range of research methods, namely: formal-legal,
formal-logical, comparative-legal and historical-legal.
In addition, the researchers apply system, structural and
functional methods, as well as methods of analysis and
generalization.

RESEARCH RESULTS. The result of the study is the
conclusion about the perspectives of developing a univer-
sal definition of LAWS, as well as a common approach
to understanding their characteristics and parameters
of human control, and also about the advantages of
LAWS in the course of military operations and solving
national security problems of states, primarily in terms
of compliance with IHL rules, which all military person-
nel are required to strictly observe. It is also necessary to
take into account the crucial role of the issues of secrecy
and national security, while Article 36 of Additional
Protocol I does not contain criteria for distinguishing
new types of weapons from other types of weapons, for
example, from those that have undergone multi-stage
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modernization. It can be stated that at present there are
only separate and insufficiently effective mechanisms of
international law regulation due to their voluntary ba-
sis. Therefore, national export control mechanisms are
of paramount importance for the process of regulating
the circulation of military purpose products, which is an
essential element of national sovereignty.

DISCUSSION AND CONCLUSIONS. The authors
come to the following conclusions: the existing provi-
sions of IHL are fully applicable to LAWS; responsibility
for the use of LAWS should be borne by the person who
manages the robotic complex or «programs» and gives
the order to use LAWS, but the specific forms and meth-
ods of human control should remain at the discretion
of states; Article 36 of Additional Protocol I provides
extremely limited opportunities to prevent the creation
of new weapons systems, does not require any reporting
and control format; research and development of new
types of weapons are secret, and the acquisition or adop-
tion of obviously or presumably indiscriminate weapons
systems are not a violation, but rather a preparation for
a violation or an activity of a controversial nature; fur-

ther improvement of the international law regulation of
arms circulation should be developed by creating man-
datory universal mechanisms of international law regu-
lation that would prevent the uncontrolled circulation
and illegal distribution of weapons, including their sale
to terrorists.

KEYWORDS: lethal autonomous weapons systems,
Inhumane Weapons Convention, new types of weapons,
methods and means of warfare, military purpose prod-
ucts circulation, international arms trade and transfers,
international humanitarian law, international security
law, international economic law
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[.B. iBaHoB, A.M. KoprkeHsk, E.C. lTanuxnHa

CMEPTOHOCHbIE ABTOHOMHDIE
CUCTEMbl BOOPYXXEHUN U
MEXAOYHAPOOHOE MNMPABO

BBEJEHME. B dannoii cmamove npedcmaeneH ae-
mMopcKkuti 6327190 HA CYWHOCMb AKIMYAnbHoIX Hpo-
6riem 6 cepe cospemeHH020 MeHOYHAPOOHO-NPABO-
8020 pecynupOBaAHUS CMEPMOHOCHBIX ABIMOHOMHDBIX
cucmem soopyseruti (CAC) u mexn0yHapooHozo 060-
poma opyxmus. Aemopvl paccmampusarm pasnuy-
Hble acneKmvl HOBbLX MeXHON02ULi 6 0671acmu c030a-
HUA  CMEPMOHOCHbIX — ABMOHOMHbIX — CUCHIEM
B00pYHeHULl, Onpedensiom nepcrneKmusbl ux peute-
HUA, a Make 0am npasosyo oyeHKy 3aKOHHOCU
HOBbIX 81006 OPYHCUS, MEMOO08 U CPeICNE Be0eHUs
B0EHHBIX 0eliCMBULL C MOUKU 3PEHUS COBPeMEHH020
MeHOYHAPOOHo20 npasa. B cmamve makxe aHanu-
SUPYIOMCS CUCIEMA U MeXAHUZMbL MEXOYHAPOOHO-
npasosoeo pezynuposanus 060poma npooyKuuu 6o-
eHH020 HA3HAYEHUS.

MATEPVAJIbI 1 METOJDI. [1peomemom nacmos-
uje20 UCCTIe008AHUS BbICTYNAOM MeHOYHAPOOHbIE 00-
2080pbl, MEHOYHAPOOHO-NPABOBble 00bIMAlL, 00UeNnpU-
3HAHHDIE — NPUHUUNbL  MeXNOYHAPOOHO020 — Npaea,
HAUUOHATIDHOE 3AKOHOOAMenbcmeo 2ocyoapcms. B
npeomem Ucce008aHUS Makdke X005 MeHOyHAPOO-
Hble aKmbl pekomMeHOamenvHo20 xapakmepad, 00Kna0vL
U UHble MAMeEPUAnbl MeIOYHAPOOHbIX OP2AHU3AUUT,
HAUUOHATIDHDIX MUHUCINEPCE U B00OMCING, HAYHHAS
U yuebHas numepamypa. Memodonozu4eckyro 0cHO8Y
0aHH020 UCCTIE006AHUS COCMABUNL UUPOKULL KpYe UC-
C71e006aMeNbCKUX Memodos, 4 UMeHHO: PopmanvHo-
ropuduteckuti, PopmanbHO-102U4ecKUl, CPABHUMETb-
HO- U ucmopuxo-npasoeoti. Kpome mozo, asmopamu
NpuMeHeHbl CUCMEMHDbILL U CIPYKMYPHO-PYHKI1UO-
HATIbHDLLL Memoobl, A Makie Memoobl AHAIU3A U 0000-
WAeHUS.

PE3YJIBTATDI MCCIIEJOBAHIIA. Pesynvmamom
npo6edeHH020 UCCTIE006aHUS 6IAEMCS 3aKIIOUeHUe,
80-1ePBbLX, 0 Uen1ecoobpasHocmu paspabomxu yHueep-
canvrozo onpedeneruss CAC, 06ujezo nodxooa Kk noHu-
MAHUI0 UX XAPAKMEPUCTNUK, B03MOHHOCMEL 00e6020
NpuUMeHeHUs U NApamenpos 1esi06e4eckoz0 KOHMposs,
80-8mopoix, 0 Hanuuuu npeumyujecrns CAC 6 xode
Npo6e0eHUS BOEHHDIX ONEPAUUTL U PeueHUs 3a0a4 HA-
UUOHATIbHOTI 6e30NaAcHOCU 20CY0apcme, npexcoe 6cezo
C MOuKU 3PeHUS COOMO0EHUS HOPM MENOYHAPOOHO20
eymanumapHoeo npasa (MI'TI), komopuie 8ce 80eHHOC-
JyHauque 063aHbL cmpoeo cobmodamy Odasxe 6 cryuae

sederus 6oesvix deticmeuti ¢ npumereruem CAC. He-
00X00UMO MaKie yHumvleamo nepeoctnenexHoe 3Ha-
UeHue 601POCOB CeKPernHOCU U HAUUOHATLHOLL 6e30-
nacsocmu, npu mom, 4mo cm. 36 [JononHumenvrozo
npomoxona I He noscHsem, noonadaom au 600pyie-
HUSA, npouieduiLie MOOEPHU3AUUI0, NOO NPe0yCMOMpPeH-
Hble et0 npasosvie 0030pvl. OHa make He cooeprum
Kpumepues OMIUMUS HOBbLX BUOOB OPYHCUS O MAKUX
soopyxcenutl. Iosmomy eaxcHoe 3HaueHuUe 6 npouecce
pe2ynuposanus 06opoma npooyKuuLu 60eHH020 HA3HA-
UeHUS UPArm HAUUOHATIbHbIE MEXAHUIMbL SKCNOPH-
H020 KOHMPOTIAL.

OBCYJXIEHUE U BBIBOJDBI. B xode uccredosa-
HUS ABMOPbL NPUXO0AM K CTIE0YIOULUM BbIBOOAM: CY-
ujecmeytousue nonoxcenuss MITI nonHocmuio npume-
Humot k¥ CAC; omeemcmeeHHOCb 30 NpumeHeHue
CAC OomicHo Hecmu nuyo, Komopoe ynpasnsem pooo-
MOMeXHUHECKUM KOMNTIEKCOM UIIU <NPOZPAMMUPYern»
u omoaem npuxa3s Ha npumererue CAC, Ho koHKpem-
Hble PopmbL U Memo0bL KOHMPOTISL CO CHIOPOHDL Heroee-
Ka 00TIHCHbL OCABAMbCS HA YCMOMPEHLUE 20CY0apCING;
yuumoiéas, 4mo ocoberHocmvio CAC sensemcs 3a-
0eiicime06aHIUe 6 HUX HOBbIX MeXHOTI02UI, 6aKcHOe 3HA-
ueHue omeooumcs cmamve 36 JJononHumenvHozo npo-
moxona I, komopas, 00HaKo, chopmynupoeara obuso u
He npednonazaem Kaxoti-nubo om4emHocmu u npove-
0yp eepugpuxavuu; npuobpermenue uny nNpuHAMuUe Ha
B00pYHeHUE 04eBUOHO UL NPEONONIOHUMENLHO HeU3-
OupamenvHolx cucmem OpyHus He A67Temcs C€o0-
CIMBEHHO HAPyUleHUEeM, 4 MO2YM PACUEHUEANbC KaK
Oeticmeus no no02omosKke K HApyuleHuto; 6 0anvHeli-
wiem Men0yHApOOHO-NPAsoeoe pezynuposarie 060po-
ma opyKus cnedyem paseusamv 6 HANPAssIeHUU Co3-
0aHUS  005I3aMENbHbIX YHUBEPCATIDHBIX MEXAHUIMOB
MeNOYHAPOOHO-NPABOE020 PezyIUPOSaHUs, KOmopovle
npedomspamuni bl HeKOHMPOnUpPyembiti 060pom u
He3aKOHHOe PACHPOCIPAHEHIUE OPYHUS, BKTHOHAS Npo-
0axcy e2o meppopucma.

KIIIOYEBBIE CJ/IOBA: cmepmonocHble asmoHom-
Hble cucmembl 600pysieruil, Koneenuus o «Hezyman-
HOM» OpYHUU, HOBble 8UObL OPYHUS, Meroobl U cpeo-
cmMea 8e0eHUsT BOEHHbIX DeticmBil, 000pom npooyKuuu
B0EHHO020 HA3HAYEHUS, MENOYHAPOOHAS MOP2o6a U
NoCMasKu OPyHcust, Mex0yHapoOHoe 2yMAaHUmMapHoe
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1paso, Npaso MeioyHapooHoti besonacHocmu, mexoy-
HAPOOHOE IKOHOMUUECKOE NPABO

A OUTUPOBAHUA: VBanos [.B., Kopxe-
HAK A.M., Jlamxyza E.C. 2021.CMepTOHOCHBIE aBTO-
HOMHBIE CHUCTeMbl BOOPY>KEHMIT U MEX[yHapOJHOe

1. Introduction

hroughout history and at the present time

wars and armed conflicts have been an una-

voidable companion of people that entails
death, suffering, violence and disaster to a huge
number of people.

In view of the global transformations of the mod-
ern world the increasing pace of the scientific and
technological progress, as well as changes in the
economic and political environment the system of
agreements in the field of strategic stability and non-
proliferation has become subject of fundamental
changes. In the context of the current political situ-
ation we observe: 1) the lowering of the threshold
for the use of nuclear weapons; 2) the withdrawal of
the US from the INF Treaty’; 3) their refusal to ratify
the CTB?; 4) the collapse of the Iran «Nuclear Deal»;
5) the refusal to negotiate in order to prevent the de-
ployment of weapons in outer space and the creation
of the US Space Force (USSF); 6) the presentation of
the new Space Defence Strategy of France®; 7) the on-
going military operations in the east of the Ukraine,
in Iraq, Afghanistan, Yemen, Libya and many other
armed conflicts. The combination of all these facts
does not let us forget about the inhumanity of war
and its irreversible and irreparable consequences.
Therefore, such questions are not removed from the
agenda as the necessity of strict and faithful obser-
vance of the existing provisions of international hu-
manitarian law (IHL), the achievement of the balance
between the national security issues and humanitar-
ian considerations, as well as joint responsibility of
all states for the maintenance of international peace
and strengthening the global security and strategic
stability.

paBo. — MOocKo8CKUiL HypHAT MexOyHAPOOH020 Npa-
6a. Ne 3. C. 6-19. DOI: https://doi.org/10.24833/0869-
0049-2021-3-6-19

Asmopui 35167110 06 0MCYMCcMeUn KOHPOIUKMA UH-
mepecos.

With the beginning of 2020 the world commu-
nity has entered a qualitatively new stage. In 2020-
2021 the review cycles of the fundamental interna-
tional documents are being completed (the Treaty
on the Non-Proliferation of Nuclear Weapons, 1968
(NPT), the Convention on the Prohibition of the
Development, Production and Stockpiling of Bac-
teriological (Biological) and Toxin Weapons and on
their Destruction, 1972 (BTWC), the Convention
on Certain Conventional Weapons (the Inhumane
Weapons Convention), 1980 - CCW). The prospects
for strengthening the non-proliferation regimes of
weapons of mass destruction (WMD) and the future
of global security will depend on the results of the
joint work.

2. The issue of new technologies including LAWS
in the modern international law

Over the past decades the world has accelerated
the emergence of technologies that can give unique
capabilities to traditional weapons. Artificial intel-
ligence, machine learning, image recognition pro-
grams, algorithms for analyzing large amounts of
data, network interaction technologies, broadband
communications, satellite navigation and new ultra-
sensitive sensors create conditions for replacing sol-
diers on the battlefield and affect the course of armed
conflicts.

Nowadays one of the most relevant issue in the
context of acceptable means and methods of warfare
are lethal autonomous weapons systems (LAWS).
The debate and opinions about LAWS continue to
evolve. After several rounds of informal discussions
in 2014-2016 under the auspices of the CCW a Group
of Governmental Experts (GGE) was established at

' Treaty Between the Union of Soviet Socialist Republics and the United States of America on the Elimination of their
Intermediate-Range and Shorter-Range Missiles dated December 8, 1987.

2 Comprehensive Nuclear-Test-Ban Treaty dated September 24, 1996.

3 See also: Military Program Act 2019-2025. URL: https://www.defense.gouv.fr/content/download/523961/9053454/file/
MPL%202019-2025%20-%20Synopsis%20(EN).pdf (accessed 26.02.2021).
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the 5th Review Conference of the (CCW)*on 21 De-
cember 2016. The GGE has a mandate to discuss fur-
ther the questions related to emerging technologies
in the area of LAWS in the context of the objectives
and purposes of the CCW.

In spite of the fact that GGE has been working
since 2016 this issue remains controversial. There is
no consensus among the States Parties to the CCW
on the need to create a new regulation. The authors
believe this is reasonable to restrain from reach-
ing any legally binding agreements due to the lack
of prototypes of such systems, difficulties of estab-
lishing definitions and drawing a clear «watershed»
between military and civilian use of emerging tech-
nologies in the development of autonomous systems.
At the same time, it is necessary to take appropriate
measures in order not to harm scientific and tech-
nological progress in the field of information tech-
nology, artificial intelligence, peaceful robotics®, etc.
[Chun, Papanikolopoulos 2016:1605-1626].

There is a consensus among states that the existing
provisions of international humanitarian law (IHL)
are fully applicable to LAWS (agreed by the GGE®). At
the same time states continue to have different views
on whether the existing regulation is sufficient. Some
of them believe that due to the unique capabilities of
new technologies LAWS potentially can go beyond
human control which will bring the world to catas-
trophe. Therefore, a group of states insists on starting
negotiations towards a legally binding ban of LAWS.
Other states have a position that a political declara-
tion or a kind of «code of conduct» are needed to pre-
vent potential breach of IHL by using LAWS. At the
same time the practical development in the sphere
of emerging technologies including weapons with
autonomous functions demonstrates no indication
that an additional or new legally binding regulation is
necessary. IHL provides the necessary framework for
the development and application of LAWS’ (AP-I%,

Art. 36). So, the development of any legally and even
politically binding document to this effect is imprac-
tical and counterproductive, including the introduc-
tion of various moratoriums on the development and
use of technologies which have been developed to
create such systems, and discussions on the «code of
conduct» on LAWS are also premature.

No doubt that the development of the definition
of the «meaningful human control» will face seri-
ous difficulties due to the absence of more or less
universally recognized criteria as to what degree of
such control should be considered meaningful. At
the same time, it is obvious that, human control is a
fundamental condition and constraint for the use of
LAWS in conformity with IHL. Consequently, the re-
sponsibility for the use of LAWS should be imposed
on the person who operates or programs an autono-
mous system, but the development of universal crite-
ria for determining the appropriate level of «signifi-
cance» of human control over the machine is almost
impossible and far from the reality. At the same time,
it would be more logical and realistic to leave specific
forms and methods of human control to the discre-
tion of the states, which in practice will rely on their
own standards in this area [Riebe, Schmid, Reuter
2020:36-51].

The United Kingdom, Germany, Israel, Russia,
France, the United States, South Korea and Japan are
against a total ban on LAWS, i.e. those countries that
conduct large-scale and significant R&D (research
and development) in this area and actively finance
innovative weapons. A number of these countries
have established temporary moratoriums on the
creation of fully autonomous LAWS, but the possi-
bility of their creation in the future is not excluded.
26 countries (for example, Austria, Argentina, Brazil,
Bolivia, etc.) [Nash 2015:118] and the only member
state of the UN Security Council - China - insist on
a complete ban [Roft 2015: 47, 50-51].

4 Seealso: Sandoz Y. Introductory Note to the Convention on Prohibitions or Restrictions on the Use of Certain Conventional
Weapons which may be deemed to be Excessively Injurious or to have Indiscriminate Effects (with Protocols), 1980. (In Russ.).
URL: http://legal.un.org/avl/pdf/ha/cprccc/cprecc_r.pdf (accessed 28.02.2021).

> Vorontsov K. Talking points. — Rio Seminar on Autonomous Weapons Systems. February 20, 2020. P. 187-190. URL: http://
funag.gov.br/biblioteca/download/laws_digital.pdf (accessed 26.01.2021).

¢ In 2018 and 2019 were adopted two significant GGE Reports that contain 11 guidelines for LAWS. See: UN: Background on
LAWS in the CCW. URL: https://www.un.org/disarmament/the-convention-on-certain-conventional-weapons/background-
on-laws-in-the-ccw/ (accessed 26.01.2021).

7 Potential opportunities and limitations of military uses of lethal autonomous weapons systems. Submitted by the Russian
Federation. Geneva, 25-29 March 2019. Item 5 of the provisional agenda. URL: https://undocs.org/Home/Mobile?FinalSymbo
|=CCW9%2FGGE.1%2F2019%2FWP.1&Language=R&DeviceType=Mobile (accessed 26.02.2021).

& Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the Protection of Victims of International
Armed Conflicts (Protocol I) dated June 8, 1977. By the way, it has not been ratified by the United States and such states as
Israel, India, Iraq, Iran, Turkey, etc., on the territory of which there are ongoing armed conflicts.
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At the same time, it is important to encourage
the development of a common definition of LAWS
and to maintain a dialogue on the characteristics of
LAWS, their military application and human control.
Otherwise, each state will have its own understand-
ing of the LAWS and its own guidelines, which can
lead to unpredictable consequences and misunder-
standings. Moreover, that can result in a subjective
division of weapons into permissible and prohibited,
«good» and «bad», on the basis of political prefer-
ences. In addition, as a substantive remark can be
considered the inapplicability to the work on LAWS
of such a frequently cited example as the CCW Pro-
tocol IV on Blinding Laser Weapons’, since this
document, as is well known, prohibited not the laser
weapon itself, but the extremely specific case of its
use - for causing «permanent blindness» to human
organs of vision.

The Russian Federation' believes that potential
LAWS can demonstrate greater efficiency than a hu-
man operator in solving tasks, can reduce the likeli-
hood of errors and significantly diminish the nega-
tive consequences of using weapons in the context of
IHL which are related to the mental and physiologi-
cal state of the operator, his moral, religious, ethical
attitudes [Umbrello, Torres, De Bellis 2020:273-282].
The use of highly automated technologies can im-
prove the accuracy of targeting weapons aimed at
military targets as well as help reduce the likelihood
of unintentional attacks on the civilian population
and civilian objects [Mull 2018:461, 498]. Along with
the destruction of military facilities and protection
of the civilian population, the potential areas of the
use of LAWS are defence and protection of stra-
tegically important objects (nuclear power plants,
dams, bridges, etc.), as well as elimination of terror-
ist groups, fight against mine hazards, etc. Existing
military systems with a high degree of automation
should not be classified as a «special» category that
needs immediate restrictions and prohibitions. This
level of automation allows such systems to operate
in dynamic combat conditions and in various envi-
ronments with a high degree of efficiency which is
often not available to humans, thereby ensuring an

appropriate degree of selectivity and enhancing the
accuracy of weapons directed against military ob-
jectives, and, as a result, enabling their compliance
with the core principles and rules of IHL [Combe II
2019:35-68].

The discussions in the GGE on LAWS are lim-
ited to fully autonomous systems, according to the
mandate of the Group. They are proposed to be un-
derstood as «<unmanned technical means that are not
ammunition and are designed to perform military
and supportive tasks without any operator involve-
ment». In this regard, it is unacceptable to discuss the
subject of unmanned aerial vehicles in the context of
LAWS in the framework of the CCW; since they are a
special case of highly automated systems and do not
belong to the LAWS.

At this stage the main problem with the work on
LAWS is the speculative nature of the discussions,
which is due to the lack of both actually operating
LAWS and a common understanding of their work-
ing definition and basic functions [Wood 2020:220-
240]. There are states that include into LAWS clas-
sification semi-autonomous and automated systems
and believe that such elements already exist and are
widely used. Others believe that there are no such
systems and that real LAWS with a high level of
artificial intelligence is a matter of the future [Sku-
ratova, Korolkova 2019:24-26]. For example, the
Ministry of Defence of the Russian Federation uses
such working definitions as «autonomous weap-
ons system», «semi-autonomous weapons systemy,
«autonomous unmanned underwater vehicle», «au-
tonomous spacecraft», but none of them applies to
unguided ammunition; ammunition controlled by a
human operator (for example, laser-guided or wire-
guided ammunition); mines, unexploded ordnance.
The definition of the LAWS only through the func-
tion of selecting the target and the command to
kill is not appropriate, since this will signal that
these functions of machines are exclusively reserved
for humans, whereas these missions are better con-
ducted by machines in certain conditions. And then
we will have to include already existing highly auto-
mated combat systems in the concept of LAWS.

° Protocol on Blinding Laser Weapons (Protocol IV to the 1980 Convention) dated October 13, 1995. URL: http://www.
weaponslaw.org/assets/downloads/1995_CCW_Prot_IV.pdf (accessed 26.02.2021).

1% Potential opportunities and limitations of military uses of lethal autonomous weapons systems. Submitted by the Russian
Federation. Geneva, 25-29 March 2019. Item 5 of the provisional agenda. URL: https://undocs.org/Home/Mobile?FinalSymbo
I=CCW9%2FGGE.1%2F2019%2FWP.1&Language=R&DeviceType=Mobile (accessed 26.02.2021).
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3. Legal regime of new types of weapons,
methods and means of warfare from
the perspective of contemporary international law

Since LAWS are based on emerging technologies,
they must be capable of being used in compliance
with THL. Article 36 of Additional Protocol I of 1977
(AP-I) is of great importance in this regard. It pro-
vides that each State Party is required to determine
whether the employment of a new weapon, means or
methods of warfare that it studies, develops, acquires
or adopts would, in some or all circumstances, be
prohibited by international law. Legal reviews of new
weapons, including new technologies of warfare, are
a critical measure for states to ensure respect for IHL.
At the same time Article 36 contains neither criteria
for distinguishing new types of weapons from other
types of weapons, such as those that have undergone
multi-stage modernization, nor provides any specific
reporting format. The determination of new types
of weapons, methods and means of warfare remains
at the discretion of the participating states. Those
provisions of the Article that relate to the research,
development and creation of new types of weapons
are not subject to control and verification, since these
stages of creating weapons are strictly confidential.
In turn, the acquisition or adoption of apparently or
presumably indiscriminate weapons systems does
not constitute a violation in itself, but rather can be
seen as a preparation for a violation or an activity of
a controversial nature, since a violation involves pre-
cisely the use of these weapons in an armed conflict.
Because of the general character of Art. 36 AP-I, it
seems to be problematic to assess whether this arti-
cle can provide enough opportunities to prevent the
creation or acquisition of new or high-tech upgrad-
ed weapons systems. There is no generally accepted
and universally recognized practice in this area. The
question whether the obligation to conduct a legal
review reflected in Art. 36 should be qualified as a
State's obligation under customary international law
remains open and requires further discussion [Jevg-
levskaja 2018:186-221].

At the same time Art. 35 of AP-I states that the
right of the Parties to the conflict to choose methods
and means of warfare is not unlimited.

All the principles and restrictions of modern IHL
are fully applicable to LAWS. In practice it means
that such systems, their technical characteristics and
capabilities determined by autonomation as well as
their use during armed conflict must comply with
the principle of protection of the civilian population
against the effects of hostilities, the principle that
prohibits the employment of weapons of a nature to
cause superfluous injury or unnecessary suffering,
must not cause widespread, long-term and severe
damage to the natural environment (CCW, pream-
ble).

Modern IHL is based on the balance between
minimizing the negative consequences of warfare,
i.e., its «humanization» and the need to ensure na-
tional security. A shift towards one of them may
cause insufficient level of protection of civilians in
armed conflict or infringement of legal security in-
terests.

For example, the US administration is current-
ly giving priority to the development of high-tech
weapons following the implementation of the US
Department of Defense directives on maintaining
competitiveness and ensuring global military domi-
nance [Wyatt 2020:1-20; Nash 2015:115-122]. The
Pentagon plans to implement «artificial intelligence»
technologies widely in the activities of the US Armed
Forces'. In turn, over the past decade a practice of
«pre-emptive self-defence, which is incompatible with
the laws and customs of warfare» has been developed
by the counter-terrorism operations in the United
States, which means the use of armed drones in case
of an alleged or anticipated terrorist attack.

Due to the lack of the definition of lethal autono-
mous systems in international law, many analysts
often rely on the functional concept of weapons sys-
tem autonomy that was put forward by the United
States and the International Committee of the Red
Cross (ICRC). It is based on a «target selection cy-
cle» without human participation «targeting cycle»
(or F2T2EA - find, fix, track, target, engage, assess)".
Such vague assumptions in the definition already
raise a number of questions: 1) How can the distinc-
tion between «autonomous» and «highly automated»
weapons be legally defined? 2) How can «automatic
execution» of functions be distinguished from the

" «Smart systemsy, such as, for example, «Project Maven», which develops computer vision algorithms for analyzing video
recordings from drones to support the US military operations against IS in Irag and Syria, explaining this by the need to

improve the effectiveness of national security.

12 F. Sauer is a Professor at the Bundeswehr University of Munich. Based on the materials of the Russian Embassy in Germany
«To discussions on the regulation of lethal autonomous weapons systems in Germany», 2018.
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artificial intelligence? Which of these are clearly de-
fined and predictable algorithms, and which include
independent decision-making about carrying out a
fire attack? 3) Can we say that the algorithm of ma-
chine behavior, which was laid down by the devel-
oper of the program, means human control?

Despite the fact that LAWS are now seen as
weapons of the future with a strike effect and highly
mobile platforms and given the fact that the United
States are not in favor of developing a legally bind-
ing document prohibiting the use of LAWS, they
will act in the interests of their own foreign policy,
national security and a favorable strategic position,
strengthening their influence and leverage on the
world stage’. In general, the US arguments are simi-
lar to the position of the most developed countries
in scientific, technical and military-strategic terms
(including Russia). In particular, they emphasize that
automation of functions can be used both to improve
the accuracy of the weapon itself, and for the cor-
rectness and timeliness of human decision-making
in stressful and urgent situations'.

The proposed definitions include already existing
military air defense systems (for example, the «Patri-
ot» used by the Bundeswehr of Germany) [Alwardt,
Polle 2018:133-139] or systems for suppressing en-
emy radar stations (for example, the Israeli «Har-
py»). Some hypersonic and space vehicles'®, which
are being developed today, may potentially belong to
LAWS, that is, some time later, in the absence of clear
definitions, but only vague and unnecessarily broad
concepts, most weapons may fall under the definition
of LAWS. As a result, any remotely controlled vehi-
cle can potentially be called an autonomous combat
robot. However, at the same time, it is also necessary
to pay attention to the following key aspects of the
problem under study:

1) IHL describes in detail the rules of war-
fare, and all military personnel are required to strict-
ly comply with these rules and principles of IHL,
even in the case of combat operations with the use
of LAWS. International law also makes it possible to
identify the person responsible for the war crimes,
including those committed with the use of autono-
mous robots. Modern management and control tools
allow to record the entire process of using a combat
robot that may simplify in the future the issue of re-
sponsibility for possible violations.

2) Issues of secrecy and national security will
always dominate for each state, so an effective control
over the weapons systems software of the armies of
various countries in the world is impossible for both
political and technical reasons. In addition, you need
professional expertise in order to identify LAWS,
meanwhile, the use of autonomous weapons can be
hidden or classified. It is important to maintain the
balance between the considerations of humanity and
national security interests.

4. International law aspects of international
circulation of military purpose products (MPP)

In the context of the subject matter of this study
it is important to keep in mind that before the for-
mation of the UN international law regulation of
the circulation of military purpose products (MPP)
was mainly carried out in the field of international
humanitarian law and was associated with the intro-
duction of prohibitions and restrictions on the use
of certain types of weapons. This trend was contin-
ued after the Second World War, as evidenced by the
adoption of such fundamental instruments as the
Treaty on the Non-Proliferation of Nuclear Weap-
ons, 1968 (NPT), the Convention on the Prohibition

13 U.S. working papers to the CCW GGE: Implementing International Humanitarian Law in the Use of Autonomy in Weapon
Systems, March 28, 2019, CCW/GGE.1/2019/WP5, URL: https://undocs.org/CCW/GGE.1/2019/WP.5. Human-Machine
Interaction in the Development, Deployment and Use of Emerging Technologies in the Area of Lethal Autonomous Weapons
Systems, Aug. 28, 2018, CCW/GGE.2/2018/WP4, URL: https://undocs.org/CCW/GGE.2/2018/WP4; Humanitarian benefits of
emerging technologies in the area of lethal autonomous weapon systems, March 28, 2018, CCW/GGE.1/2018/WP4, URL:
https://undocs.org/pdf?symbol=en/CCW/GGE.1/2018/WP4; Autonomy in Weapon Systems, Nov. 10, 2017, CCW/GGE.1/2017/
WP, URL: https://undocs.org/en/CCW/GGE.1/2017/WP6 Characteristics of Lethal Autonomous Weapons Systems, Nov. 10,
2017, CCW/GGE.1/2017/WP.7, URL: https://undocs.org/en/CCW/GGE.1/2017/WP7 (accessed 08.03.2021).

* A number of international experts, in particular, Professor Ron Arkin, a roboticist from the Georgia Institute of Technology,
admit that LAWS can more effectively comply with the provisions of IHL and the principles of the use of force, since they are
not subject to stress, their sensors are often more accurate than human senses, and software based on artificial intelligence
allows to limit the use of weapons with specified parameters.

> In particular, Boeing X-37B Orbital Test, Vehicle X-43A Hypersonic Experimental Vehicle, stationary combat robots, for
example, Katlanit robotic machine gun towers in Israel, Samsung SGR-A1 in South Korea or Common Remotely Operated
Weapon Station (CROWS) in the United States.
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of the Development, Production and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and
on their Destruction, 1972 (BTWC), the Inhumane
Weapons Convention, 1980 - the Convention on
Certain Conventional Weapons (CCW) and its five
Protocols (two prohibitive ones — on Non-X-ray De-
tectable Fragments and Blinding Laser Weapons -
and three restrictive ones, but the state must agree
to be bound by at least two protocols and not all of
them); the Paris Convention on the Prohibition of
the Development, Production, Stockpiling and Use
of Chemical Weapons and on their Destruction,
1993 (the Chemical Weapons Convention - CWC).

In general, the circulation of MPP before the
formation of the UN and during the Cold War was
not limited in any way, although some attempts were
made to establish common criteria for the weapon
transfers. For instance, some hypotheses were put
forward for the introduction of a ban on the weapon
transfers to a state that launched military operations
against another independent state. In other words,
it is the question of aggression, the definition of
which was unanimously adopted at the XXIX ses-
sion of the UN General Assembly in 1974. Hence, an
act of aggression on the part of an arms-importing
state should be considered as the main factor in ad-
dressing the issue of weapon transfers, and thus
any arms transfers to an aggressor state should be
stopped.

However, the attempts to define common crite-
ria for the weapon transfers were doomed to failure,
since states could not reach a consensus due to the
imbalance of forces in the world and the desire of
states to ensure their security by all available means.
The idea of limiting the weapon transfers was not
implemented to a large extent due to the confronta-
tion between the USSR and the United States. The in-
strument «On Practical Ways to End the Arms Race.
Proposals of the Soviet Union», which was presented
at the UN General Assembly session on Disarma-
ment in 1978, is significant and historically impor-
tant in this regard, because it emphasized the need to
develop reasonable and precise political and interna-
tional law eligibility criteria for the international arms
trade and transfers.

In the 1990s, the priorities changed, and the in-
ternational community began to strive not for the di-
rect restriction of the arms trade, but for the increase

in the sales transparency [Bothe, Marauhn 1993:23].
In this area, a number of regimes have been devel-
oped to regulate the circulation of certain types of
weapons, but in general this position also reached an
impasse due to the lack of political will and manda-
tory control mechanisms. Many states were not ready
to provide relevant reports on a voluntary basis.

At present we can say that the international law
regulation of the MPP circulation is possible only in
terms of certain issues where the interests of particu-
lar states within the international system coincide.
The main objectives of international law regulation
in this area consist in the regulation of the MPP
transfer and circulation, including the establishment
of restrictions or prohibitions on the distribution of
certain types of MPP, the implementation of which
is carried out through the national export control
mechanisms.

At the same time, the main source of international
law in this area are international treaties that provide
for the obligations of states to limit the transfers of
MPP, as well as the responsibility to the international
community for non-compliance with the assumed
obligations. They should be distinguished from the
contracts between states for the supply of military
purpose products since the latter establish specific
private obligations between the subjects of emerging
legal relations and cannot be considered as a source
of international law.

In the context of the international economic law,
we can distinguish two groups of international trea-
ties in the field of MPP circulation: 1) general nor-
mative ones - i.e., trade agreements in the sphere of
arms circulation, agreements on the organization of
arms supply and exchange; 2) agreements in the area
of military-technical cooperation. At the same time,
it should be noted that in fact most of the existing
principles, on which the international law regulation
of the MPP circulation is based, exist in the form
of the international custom, which is also the main
source of international law.

As the object of the international law regulation
of the MPP circulation should be considered a sys-
tem of economic relations of a public-law nature
between the subjects of international law in the sphere
of the MPP circulation. Economic relations in the
area of the MPP circulation include trade relations
in which a state satisfies its needs for weapons and

6 UN: Resolutions and Decisions adopted by the General Assembly during its Tenth Special Session. 23 May-30 June 1978.
URL: https://www.un.org/disarmament/wp-content/uploads/2017/05/A-510-4.pdf (accessed 08.03.2021).
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military equipment by purchasing them from an-
other state'.

There are two areas of the legal impact on the
MPP circulation in international law:

1) the establishment of restrictions and pro-
hibitions on the circulation of certain types of
weapons'®, which is regulated by such branches of
international law as international security law and in-
ternational humanitarian law (herewith, most inter-
national treaties in this area apply only to such cat-
egories of weapons, the rapid increase of which poses
a higher threat to the security of states than the prolif-
eration of conventional weapons, thus, the withdrawal
of certain types of MPP* from the foreign economic
turnover prevents a potential threat to the interna-
tional security and stability) [Hayashi 2017:127-137].
It is necessary to consider that the establishment of
restrictions and prohibitions on the supply of certain
types of weapons does not imply a total ban on the
supply of other categories of weapons. The eligibility
of the MPP circulation generally corresponds to the
basic principles of international law, including the
inalienable right of states to individual or collective
self-defense in case of an armed attack (Article 51 of
the UN Charter is based on this natural right) [Din-
stein 2001:140-146, 157-169, 183-192, 213-226].

2) the regulation of economic relations be-
tween the subjects of international law regarding
the supply and transfer of the allowed for circula-
tion MPP, which is regulated by the norms of inter-
national economic law (IEL)*. Two key conclusions
follow from this:

«  about the application of the principles of IEL
to this sphere (such as the development of interna-
tional economic and scientific-technical relations be-
tween states, the principle of economic non-discrim-
ination, the principle of freedom of organizational
forms of foreign economic relations, etc.);

o about the predominance of regional norms*
in the regulation of these relations due to the specifics
of the MPP as an object of circulation and due to the
manifestation of the consequences of globalization
and internationalization of the economy precisely
within the framework of specific socio-economic
systems, regional entities or even megaregional enti-
ties in the context of the new integration processes.

Nevertheless, it should be noted that the legal reg-
ulation of the MPP circulation is not exclusively, but
still mainly carried out by domestic law. International
law regulates in this area only relations concerning
general issues which affect the international interests
as a whole or the interests of a group of states [Nayan
2019:9-54]. International law regulation of the cir-
culation of conventional arms is limited only by the
general organizational principles, thus providing the
subjects with the opportunity to determine the pro-
cedure of their interaction independently, which is
reflected in Article 5, Paragraph 2 of the Arms Trade
Treaty.

The system of interstate relations in the sphere of
the MPP circulation is determined not only by eco-
nomic patterns and the need of states to ensure their
own interests through the MPP circulation, but also
by the need to ensure the security of peaceful coex-
istence and to reduce international tension [Shvydun
2019:736-748].

The consensually willful establishment of inter-
national relations in the sphere of military purpose
products circulation is characterized by the domi-
nance of state interest and is considered as an im-
portant means of ensuring the national security of
the country. Military purpose products can function
both as a guarantor of security maintenance and
as a means of peace and security destabilization in
certain states, regions or on an international scale.
Nonetheless, the method of agreement within the

17 Serov I.B. Sovremennye mezhdunarodno-pravovye voprosy mezhdunarodnogo oborota oruzhiya: diss.... kand. yurid. Nauk
[Modern international law issues of international arms circulation: candidate thesis]. Moscow. 2018. P. 71-77. (In Russ.).

'® International law regimes for disarmament, arms reduction and limitation, including the international regime for the
non-proliferation of nuclear weapons (NPT) and other weapons of mass destruction, the regime for the prohibition of the
development, production and stockpiling of bacteriological (biological), toxin (BTWC) and chemical (CWC) weapons and their
destruction.

' Namely: 1) capable of causing excessive damage; 2) causing unnecessary suffering; c) being excessively injurious or having
indiscriminate effects; d) capable of causing extensive, long-term and serious damage to nature.

2 See, e.g., the Arms Trade Treaty (ATT), which establishes common international standards for the import and export of
conventional weapons and forms the basis of the conventional mechanism of the system of international law regulation
of the MPP circulation. URL: https://unoda-web.s3-accelerate.amazonaws.com/wp-content/uploads/2013/06/English7.pdf
(accessed 26.02.2021).

21 See, e.g., the European Convention on the Control of the Acquisition and Possession of Firearms by Individuals dated June
28,1978.
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system of international law regulation of the MPP
circulation is characterized by a combination of gen-
eral authorization for the supply of military purpose
products, on the one hand, and prohibitions related
to the supply of MPP for certain purposes, for cer-
tain subjects and to certain territories, on the other
[Hayashi 2017:127-137].

At present there are several universal mechanisms
of international law regulation of the MPP circula-
tion*:

1) the UN Register of Conventional Arms
(UNROCA), established by the Resolution adopt-
ed by the General Assembly, 9 December 1991 (A/
RES/46/36L), according to which the states under-
take to provide information on their imports and/or
exports of weapons®, which is used to assess the limit
beyond which arms transfers can become «excessive
and destabilizing» for international security in the
global dimension*, although only a small number of
states provide such reports.

2) the Wassenaar Arrangement on Export
Controls for Conventional Arms and Dual-Use
Goods and Technologies, signed in 1996, accord-
ing to which the states parties shall endeavour to en-
sure that the supply of goods enumerated in the lists
of equipment and technologies does not contribute
to the development or enhancement of military ca-
pabilities that undermine security and stability, and
is not used to support such capabilities. This Ar-
rangement does not create an institutional body with
the authority to make binding decisions. The agree-
ments reached within its framework are implement-
ed through national export control mechanisms.

3) Bans on the supply of weapons imposed
by the decisions of the UN Security Council (em-
bargo)*.

A number of mechanisms of international law
regulation of certain categories of weapons can also
be identified within the framework of the interna-
tional export control system: the Nuclear Export-
ers Committee, or the Zangger Committee (ZAC),
the Nuclear Suppliers Group (NSG), the Australian

2 Serov I.B. Op. cit. P. 93-105.

Group (AG), the Missile Technology Control Re-
gime (MTCR) [Sultan 2019:63-83].

The arms trade control system involves the crea-
tion of methods for ensuring compliance with treaty
obligations, established to prevent the prohibited for
circulation MPP from transferring to other states or
falling into the hands of non-state actors, to provide
the states parties with the information on the fulfill-
ment of the obligations by other states parties, to pre-
vent and detect cases of violations.

The creation of an effective mechanism for the le-
gal regulation of the circulation of conventional arms
is a necessary part of national sovereignty, so the
MPP circulation is one of those areas in which there
is no well-established and developed international
law framework and no effective mechanism for in-
ternational law regulation [Mussington 1993:44-45].
States are responsible for using their national control
systems regulating the transfer of conventional arms
in order to comply with the ATT provisions.

The International code of conduct on Arms
Transfers 2000 tried to codify general principles com-
mon for the regulation of transfer of MPP including
dual-use technologies. According to this document
such transfers may be conducted if the recipient ob-
serves such principles as compliance with interna-
tional human rights standards and ITHL, respect for
democratic rights, respect for international arms em-
bargoes and military sanctions, participation in the
UN Register of Conventional Arms, commitment to
promote regional peace, security and stability, op-
position to terrorism, promotion of human develop-
ment. The Code is not a legally binding act, does not
create for states any obligations under international
law. Principles mentioned above are not always of a
consensual character. However, the compliance with
IHL and the obligation to follow the decisions of the
UN Security Council under Chapter VII on military
embargo can, in our view, be considered as univer-
sally recognized and can serve as a basis for a po-
tential transfer regime for LAWS including domestic
regulation.

2 These categories are: |. Battle tanks; Il. Armoured combat vehicles; lll. Large-calibre artillery systems; IV. Combat aircraft and
unmanned combat aerial vehicles (UCAV); V. Attack helicopters; VI. Warships; VII. Missiles and missile launchers. See: United
Nations Register of Conventional Arms: Categories of major conventional arms. URL: https://www.unroca.org/categories

(accessed 26.02.2021).
2 Serov |.B. Op. cit. P. 96.

% See: The Wassenaar Arrangement. URL: https://www.wassenaar.org (accessed 26.02.2021).
% In recent years the UN Security Council has adopted decisions on arms embargoes on Sierra Leone, Eritrea and Ethiopia,
Iraq, Liberia and a number of other states. See also: [Yihdego 2007:115-132].
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5. Conclusions

The significant contribution of states to the codi-
fication and progressive development of IHL and
international security law is obvious, but against the
current political background it is necessary to faith-
fully comply with the existing international law rules
in order to achieve the balance between humanitar-
ian issues and national security interests.

The issue of LAWS remains controversial due to
the lack of prototypes of such systems, the complex-
ity of developing definitions and drawing a clear
distinction between military and civilian technolo-
gies, the importance of preventing from harming
the scientific and technical progress in the field of
information technology, artificial intelligence, and
peaceful robotics. It is necessary to underline that
the existing provisions of IHL are fully applicable to
LAWS, and there is no indication that it is necessary
to adapt the new legal rules to the «specifics» of these
weapons systems: the issue rather concerns the effec-
tive enforcement and implementation of IHL rules
and principles at the national level (where an effec-
tive enforcement and control mechanism is possi-
ble) and the political will on this subject of the states
themselves. There are obvious advantages of LAWS
in terms of their military application and solving
national security problems of states, including com-
pliance with IHL rules. Responsibility for the use of
LAWS should be borne by the person who manages
the robotic complex or «programs» and gives the or-
der to use LAWS, but the specific forms and methods
of human control should remain at the discretion of
states. It is also important to keep in mind that the
need to consider humanitarian concerns (and often
far-fetched ones) cannot be used as the only suf-
ficient condition for the introduction of restrictive
and prohibitive regimes for specific types of weap-
ons: thereby it is necessary to take into account the
legitimate interests of national security of states (pri-
marily defence security).

Furthermore, Article 36 of the Additional Pro-
tocol-I to the Geneva Conventions does not contain
criteria for distinguishing new types of weapons
from other types of weapons and does not require
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